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Cisco Meraki
IT solution




+9(0 9 time savings

Up to 50% energy savings

52% Market Share Cloud
*Dell Oro study 2022

99% Renewal

20006

Invented cloud networking

2012

Acquired by Cisco

2021

Meraki powers 10M active devices

Today

17+ years designing scalable and secure
cloud architecture



The Meraki Platform
Full stack in Single dashboard

Platform Turbocharged with fully integrated Al/ML

offered by the largest Cloud SaaS Networking Provider

Wi-Fi Security and l | Smart cameras ,
SD-WAN _

Switching —— Sensors
Cellular gateways

Mobile Device ‘
Management Insight and &
o4

(MDM) ThousandEyes

‘tees’ Meraki

US West Coast Networks Overview for this week -

Critical Alerts

Wea've roncdvmd 17 mtama bor pom tha
Thare are & Crmca alats that raed pous ¥

Cisco Umbrella

Cisco Secure
Endpoint (AMP)

Cisco Duo

Cisco Secure Client
(AnyConnect)

...t more

Meraki APIs

Tech partner apps
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What's AlOps ?
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Source : https://www.ibm.com/topics/aiops



Why AIOps ?

High Noise Floor

Persistent Interferers

Wi-Fi with Invalid, Non-Standard
Interferences Channel
Wireless Speakers

ISAM Devices
2.4GHz Interferers

CPU/Memory Hogging
Application

Connected to the Guest SSID

Client Side Issue

Too many SSIDs Enabled
Mesh SSID Enabled w/o reason

Outdated Security - WEP, WPA-

Max Speed Cap to 54Mbps TKIP

Limited RF Channel Band per
Disable 11AX profile
2.4GHz SSID enabled when it's
unnecessarily Too Many Multicast Traffics

Multicast Traffic uses legacy
datarale

Manual Ch. Selection Ultra High Density AP
Deployment w/ Omni Antenna
Didn't enabled Multicast-to-
Unicast

Rogue APs with Low-dalarate
Enabled

Manual Channel Settings
Manual Power Setti
80MHz Channel Bandwidth

‘tses’ Meraki




Why AlOps ?
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Overview

[Radio Settings

RF Profiles Auto RF

Al channel planning (O Al channel pianning OFF

(® Al channel planning ON

2 RF jammed APs mitigated

Enhance Auto RF by leveraging artificial intelligence to optimize channel planning capabilities ©

/] 2 DFS hit APs mitigated

Download details

CHe(GHz)  xH'E
AP HT <None, Frequent DFS Hit, RF Jammed> <2.4,5, 6> <Channel> <Channel Avoided, Channel Monitored, Feature Disabled> <Start Time> <End Time>
AP1 RF Jammed 6 104 Channel Avoided 3/23/23 - 12:45 PM | 3/25/23 - 12:45 PM
AP1 Frequent DFS Hit 5 108 Channel Monitored 3/23/23 - 5:45 PM 4/23/23 - 5:45 PM
AP2 RF Jammed 6 100 Channel Avoided 3/23/23 - 5:45 PM 3/27/23 - 5:45 PM
AP3 RF Jammed 6 100 Feature Disabled N/A N/A

Meraki



Al Channel Planning -8 &1}
1357H2] APZ AFESHs 1124 AJO|E0jA| DFS EHX| O|#IE 248 H|S A|Cf 50% 24

DFS Events Detected
Jul-Nov
60
50
40
Enabled
30
20
) I I I I I
; O O O B
7125 - 8/1-8/7 8/8-8/14 8/15- 8/22- 8/29-9/4 9/5-9/11 9/12 - 9/19 - 9/26 - 10/3 - 10/10 - 10/17 - 10/24 - 10/31 - 11/7 -
7/31 8/21 8/28 9/18 9/25 10/2 10/9 10/16 10/23 10/30 11/6 11/13
= Al Channel Planning Off = Al Channel Planning On
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Busy Hour &g

Al-Powered At5 X8 = =5 XM

[Radio settings

Overview RF profiles Auto RF

Busy hour Minimize RF changes during busy hour

Auto RF will minimize changes during the most active hours of the day

View old version

Daily busy hour (UTC-7)
s o
@ Auto
Based on historical data of up to the last 6 weeks
05:00 ® | 2| 04:00 o
\ 7
( )
O Manual
. v

AP} XS S 2 T

672t9) 48+ 9 E2f jo]E] 7]zt

atleer]n,
CISCO

Meraki
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Overview

Busy hour

Radio settings

RF profiles Auto RF

Minimize RF changes during busy hour

Auto RF will minimize changes during the most active hours of the day

Daily busy hour (UTC-7)

View old version\

07

O Auto
@® Manual
08:00 ® | =] 05:00 ®
L = d
06




Al XS Z2fd

Channel Switch Changes Decrease

%) Busy Hour M-&

Tx Power Changes Decrease
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Trend-Based RRM
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™~ Radio Settings

Overview RF Profiles

Trend-based RRM

_/

Flexible Radio Assignment

£ 2212 S8 Jba 2|X9| oY/ 0| 2TIQS HXI50] 2.4GHz2
249 5|t 3

Flexible radio
assignment

Al channel planning
=
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Enhanced Busy Hour
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Al-RRM will minimize changes during the most a
N\ ‘Senshivi\y © O ow (O Medium

Al-RRM

@D enavie

rend-based RRM uses an Al engine to improve the perforn

() Enable FRA

FRA optimizes the 2.4 GHz band by strategically d

Enable Al channel planning

Improved Channel Assignment by leveraging artificial in

() Enable busy hour

(® Hign

(® Auto schedule
Based on hist

(O) Manual schedule




Trend-Based RRM E 2 Alg| (77671 AP A CHEH T12H)

5 GHz RF Health Score
100
95
90
85
80
75

70
1/25/24 1/26/24 1/27/24 1/28/24

——Before AI-RRM —=After AI-RRM

RF Health Score

|:| -|?_|.|
Before AI-RRM RF Health 7é'|| After AI-RRM
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Wireless Experience

ALEXe] FHE AME S ELIET




A XE Ots

atleer]n,
CISCO

Wireless
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Meraki

Access points

Connection health

Excellent ‘

Performance health

Excellent ‘

A7 x|

Overview List Health Map Connectionlog Timeline

Wireless overview © Lssiznours ©  A1ssiDs

Failed clients

2/80 %

Latency

3ms
Expected < 60 ms

Q Search Dashboard

Time to connect

0.41 s 002

Expected <Ss

Packet loss

5” ML%

Expected 3% - 5%

Roaming

0.55 s wouss

Expected <3s

Signal quality (SNR)

49 dB

Expected > 27 dB

Excellent ‘

Network service health ©

RADIUS success

100% 3%

DHCP success

99 % “wox

DNS success

99 9% 1%
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Roaming Analytics
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Secure Connect

1o Network-wide

Security & SO-WAN
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Inmight

*  Organization

jianns-MacBook-Pro
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Overview Connections Performance Roaming Timeline
Roaming  One week
18 Bas Roars -] 23 Suncpemat soavs
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Origin AP 1o New AP

SFO12-5-AP32 + SFO12-5-AP27
SFOV25-AP2] # SFOV2-5-AP2T
SFO125-AP20 » SFO12-5-AP2Y

SFO12-5-AP2T » SFO12-5-AP24

v a N o=loe
© 0 # 0 0O

SFO12-5-AP24 » SFO12-5-AP27

3

o—8

RSS! (aBe)

5

s
51

51

SNR (98)
@
@
@
a0

&

O— @ -0-0—0
———

Band (GHz)

R R R

Start time

Wod Dec 7 160%
Wod Dec 7 16:55
Weod Dec 7 18:41
Weod Dec 7 1051

Wed Dec 7 20110

26 Crant dscoment

Duration en old AP
20 185 27m 508
A
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18m 33s
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W Overview

AP noighbors for SFO12-5-AP32

MRLO o eb 4t

()n-..m|

SPOR-5-AP32 on 8 Oz, ch 44 940 Mz

Incarfering APs onsame ch @ innrfering APy with some ow

Interalerance based cn channel overlap

7 . B Intertorencs based on RSSI  Y-aws
v data N
4

wrtap & Non-ieterteriy

gAPs M

Totat s network neightors 33

‘L Tig: These APy whare the same channel 2s e trpet AP and thes wil By Caune the
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High intereference | 3w &7 Moderate inmerference | &5 7 Low Interference | 70w
¥ ierference AP nesghder W55 (dBem) Ch wtication Acties chhents Tx power ((8m)  SS10s
o SFON2-5-API3 — 4140 MK (T . .
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‘oses’ Meraki

aerts New  Last weeok -

ol

™
©

Customaer Zoro Staging I

Meraki San Francisco SFO12 ——

Maraki Chicago Post Office CHG1Z I 2 &
Teleweorker - Mitchell Villkenouve IS *

Telewarkor - Rupert Wover CW [N

i

Nert type

Unreachabie device

Agplication performance degradatonn

Stopped receiving BPOUs with lop guard enabled
Port not forwarding traffic due 10 access policy
802X falure

BPDU guard activated. STP discarding packets

Meraki cloud communication issues

PP PP PO OO

Root guard activated, STP discarding packets

View Detais

24-0%-18 500 AN 2024-01-17 500 AN 01 800 AM 20 01-19 800 AM 20 800 AM 2024-01-22 800 AM
B Cument Parios s Provious Wesk
Active 43 Dismissed © Resolved
16 Crocal ° 27 Warring a 0 infermationat o
As of January 22, 2024 &17 PM
A networks B ’ - v t3 Refresh -
Anaclytics
Top Networks by Alert Count Top Alert Types by Alert Count

sscnane e [

Application performance segradason [ 2

S1opped recowving BPDUs with loop guard enabled l 1

Pert not formarding traffic due to acceas policy _ n

——

Device types Network count Last alerted (UTC)
MM e 3 Jan 22,2024 1159

' Jan 21,2024 22:30
™ 0 Jan 16, 2024 05:20
NS 3 Jan 22,2024 18200
NS MR 2 Jan 22,2024 1818
s ' Jan 16,2024 01:36
s 1 Jan 17,2024 10115
s 1 Jan 16,2024 0453

View Detais

Categary

Connectivity
Insights
Device Haalth
Device Hesith
Connectivy
Device Health
Connectivity

Device Heaith
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Alert RCA

HIASESR
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. Exo 2 2A910| Chs 7| EHCH
2slE Crorst 24 HE HiZ

. BB st ol YaB=e
x| 2

- X[& 7|5 ARIX[ CRC Error &
VLAN Mismatch

(H B2 715 =2t =iy

LS 11— =

0l-8)

lllllllll
Cisco

Meraki

Alerts new
Active 492 Dismissed 630 Resolved
50 critical L] 442w

{ 951t v]Ltz Allnelwockzl':}VJ[' VJ'L

() severity Alert Type Alert Count ice Type

] o CRC errors 46 MS

D 0 Site-to-site AutoVPN is down 19 MX

[ o Switch goes offline 4 MS

0O a VPN problems on SSID 193 MR

0O a Packet fragments detected 93 MS

D A VLAN mismatch MS

0O a Ethernet negotiation fallure 3 Ms

0O a STP topology change 3 MS

O a Issue with cloud archive 1 MV

0O a Water detected 1 MY

-
A VLAN mismatch [5)

VLAN configuration mismatch detected in San Francisco SFO12 between
UpslrumSwSSSlJ and DownstreamSw777/8 | last alerted or
August 25, 2023 at 09:32 AM (UTC)

Alert Details & Troubleshooting Assistance

am an3 ans anz? ane a 8/23

- Alerted in last two weeks

Impacts

Devices Clients Applications

20 ~* 1% last week 150 ~* 1% 1ast week 13 4 1% last week
Details

A Allowed VLANs mismatch found. Edit the switchports’ VLAN configurations to match

exactly in order to clear this alert.
3 8

Port . ‘
Device UpstreamSws55 DownstreamSwi77
Last updated (UTC)  May 14, 2020
Type
Native VLAN 12
Allowed VLAN 1-97,1200 @ 1-89,1200 @

J
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Assurance

Overview
CHA |2 S

Meraki 28 HIE®Z &
(Full Stack) &Ef M &2

&

Meraki

/Overview (@ Lastas - |

g Clients
© Gosd 1870

Q wireless

No ssues & No impacted clants

© Remote

No issues & No impacted chents

© wired

No ssues & No impacted chants

@ Applications
©0cod -
© Server outage

© Application reachability

& No mpacted chents I No impacted appiicat

Your network health score is Good ©
Most end chents are abie 2o access ther appications without

ons

& No impacted chents 32 No impacted applications

May 11,2018 1816

Network health score 92/100

»oore detals
Clients

Applications

92/100
92/100

|-~ Network health score  —#— Last day -&- Last day average

95100
0%

90/100

*10% last day

100/100
" 10% st day

50/100
10 fast day

95100
~ 0N

90/100
" 105 st day

100/100
*10% last day




Assurance QOverview - HIEQ|3 ©&| 7tA|A K&

THE, SH|, U Ee A Ed, 0EeA01d BE KIS

é .
Overview
Your network hea'th score is Fair 0] = Network health score === Lastday -+=+ Lastday average
Some end clients are unable to access their applications and
have moderate interruption from the network. 0
K| L EX3 - . — e
A30{ ol o|ALOIE
——'—O-I x |- | — 25 75 80
“» 3% last day N 00 0
16:51 19:51 22:51 1:51 4:51 7:51 10:51 13:51
-
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Dashboard Demo
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Failed clients

—— 127520 1

Chient

B et 175013 0¢

ceda2r3V 8817

Taol Bc 78 Seccf

Failed Connections

4

Wireless Overview I|0|X| £ Ed}
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e 0 Sevce
G - achER 71 44 050 08 res "
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B

=4 A ohep B =X

" Poor perenmance connection 1o SSID WATC - Publke for 4 hours 0n AP DOUWAP - LitraryMRS3 due

0 sboptimal AP selection n 24 .12

Stcky Chert O

+ Mancaly SHconmect B CHIE 300 Chack # & Corecss 15 a0 AP with & Songe ugret

Evidence Recommendations
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M ZHR 28 Sds

2 2E
OKC" / SKC?
JlEX oz gdstE
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Adaptive 11r

- Z[119| 22Hg X|H
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- i0S ! e B2

- HHA| T2 AHSBHA
AlSH

132+ 212

OKC/SKC 2

EFE D4 20 O2ES

» 802.11r / FT

. 2008 HEEH 2 FFo=Z HH
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1) Opportunistic Key Caching 2) Sticky Key Caching
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Outdoors Profile

Auditorium Profile
Conference Room Profile

Create an RF Profile
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Meraki Al-Enhanced RRM:
*  Busy Hour (S1xf X|2)

Al Channel Planning (34x{ X| &)
* Trend-Based RRM (X|&
« Enhanced Busy Hour (X| ¥
« FRA (X[& o)

Assurance Overview:

Clients (X| & o)
Applications (X o &)
Network Devices (X|2 0f|H)
Infra Connectivity (X| 0| X)

Wireless Overview:

« Connection Health (31x{ X| &)

« Performance Health (S X|2/)

« Network Service Health (31xf X|2)
« Networks Like Yours (31x{ X|2)

« Smart Threshold (S1xlf X|&)

L {2 o| Wi-Fi 28 3t 2 1t
Hot Al 7|2 SEHQAUL|CH

Roaming Analytics: (#ix4 x| &)

AP Neighbors: (six{ x|¢)

)

Alerts %! RCAs:

« New Org-Level Alerts (¥1xH X| &)
3¢ Alert Hub (3124 X|2)

T+ New Alert RCA (X|¥ 0ofX)

« MR Timeline RCA (31X X|¢)
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# clients affected by conn

Al \MS-SECURE 776 0 34.2
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