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데이터동향트렌드

Data & Analytics Trends

Data and analytics leaders know that without good 
governance, their investments in data and analytics 
will fail to meet key organizational demands such as 
revenue growth, cost optimization and better 
customer experience.                 

Gartner 2022, Ashutosh Gupta

https://www.gartner.com/smarterwithgartner/how-data-and-analytics-leaders-can-master-governance/


D&A 조직 Challenge

Data creates both 
opportunity and risk.

+667%
Increase in 

phishing attacks 
since March 2020

The State of Identity Security

There is so much data. 
And it keeps growing.

변화관리, 위험관리, 데이터의증가

It requires culture 
change.

87%
Of IT and business leaders are 

concerned that security and governance 
are slowing the pace of innovation

IT and Business alignment Barometer

23%
Is the compound annual growth rate 

(CAGR) predicted for data creation and 
replication through 2025

International Data Corporation (IDC) DataSphere and 
StorageSphere forecast

92%
Of data and analytics executives point to 

culture as the greatest impediment to 
being data-driven

A Progress Report in the State of Corporate Data 
Initiatives

https://www.forbes.com/sites/louiscolumbus/2020/09/06/the-state-of-identity-security-2020/
https://www.mulesoft.com/lp/reports/it-business-alignment-barometer
https://www.idc.com/getdoc.jsp?containerId=prUS47560321
https://www.businesswire.com/news/home/20220103005036/en/NewVantage-Partners-Releases-2022-Data-And-AI-Executive-Survey


위험회피를위한전통적방법 : 허들추가하기

Added Labor:
- Approvals, CAB Review, Change Mgmt
- QA/Certification 
- Policy Adherence 
- Definitions & Dictionaries 
- Data Centralization Requests 
- Environmental Promotions 

Working with 
data was hard 
enough as-is!



관리자가느끼는 D&A 속도

DATA + ANALYTICS 
DEMANDS

DATA 
PRACTITIONERS 

Common Challenges:
- We need more data
- We need different data
- We need data faster 
- We need to experiment with the data*



비즈니스민첩성 vs. D&A 거버넌스



비즈니스민첩성 D&A 거버넌스



태블로분석환경을파악하도록지원

-. 다양한태블로배포환경에대한지속적모니터링과개선

규모에맞는컨텐츠관리

-. 강력한컨텐츠생명주기관리요구에대응

강화된보안

데이터암호화키에대한통제강화로조직의보안요구사항충족

확장성과가용성증대

사용자에게관련된정보에대한효과적접근을통해비즈니스성과를
낼수있도록지원

제시하는솔루션 1 : Advanced Management

중요한분석업무에서의관리효율성,안전성,확장성을지원



Resource 
Monitoring Tool

External 
Integrations

Content Migration 
Tool

Additional Admin 
Controls

Manage, secure, and scale mission-critical analytics

Advanced Management | 주요 4개컴포넌트

클라우드,온프리미스
구조에서의확장된

통합

개발과운영계간의
끊김없는컨텐츠촉

진

백그라운더튜닝, 독
립게이트웨어인지

실시간에가까운인
사이트로성능을모

니터링



Resource Monitoring Tool
시스템모니터링과어플리케이션모니터링을결합

Conduct 
root-cause 
analysis
Identify the cause 
of slow load times, 
extract failures, 
and other critical 
issues

Generate 
chargeback 
reports
Distribute costs 
back to business 
groups based on 
resource 
consumption

Understand 
performance
Track system and 
process metrics in 
a single place and 
configure alerts to 
stay on top of your 
deployment

• 누가 Tableau 콘텐츠를가장많이만들고있습니까
? 
• 지난 100일동안로그인하지않은사람은누구입니
까? 
• 가장많이사용된뷰와데이터원본은무엇입니까? 
• 어떤콘텐츠가더이상사용되지않습니까?



Content Migration Tool
일관된컨텐츠관리

Transform 
content
Customize or 
change data 
sources and swap 
images

Promote 
content
Push content from 
development to 
production at 
scale

Archive 
content 
After tagging old 
content, archive it 
all with a migration 
plan



External Integrations
가용성,보안성,확장성의증진

Externalize your 
repository
Leverage cloud 
providers to increase 
the scalability and 
availability of your 
PostgreSQL 
repository

Centralize key 
management
Manage your data 
encryption keys from 
from your enterprise 
KMS 

Improve backup 
and restore times
Meet your disaster 
recovery 
requirements or SLAs 
and improve the 
upgrade process



Set resource 
limits
Control backgrounder 
resources for each 
site to distribute 
resources fairly

Leverage a fully 
aware reverse 
proxy
Adjust Server 
topology without 
needing to update a 
separate reverse 
proxy

Improve backup 
and restore times
Meet your disaster 
recovery 
requirements or SLAs 
and improve the 
upgrade process

Additional Admin Controls
태블로서버구성을최적화

Configure node 
roles
Specify which nodes 
should refresh data or 
send subscriptions to 
alleviate job queuing



데이터관리컨버젼스모델

제시하는솔루션 2 : Data Management

Data Cataloging

• Data Lineage
• Discovery
• Certification
• Warnings

FIND AND UNDERSTAND DATA

Discover & Access

• Centralize Access
• Accelerate 

Queries

ACCESS DATA

Analytics

• Data Semantics
• Impact from Viz to Table

USAGE AND 
POPULARITY

Data Preparation

• Clean
• Combine
• Reshape
• Quality Insights
• Change Tracking 

CUSTOMIZE YOUR DATA • Centralize your data & metadata
• Share it throughout the organization
• Manage compliance

셀프서비스
데이터관리

• Sync with EDC
• Apply Governance 

Policies

Master Data
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Security Advisories (Tableau Security Bulletins)

https://security.salesforce.com/security-advisories?_ga=2.92240410.1632646760.1659313557-2109792841.1649163872



Security Advisories (Tableau Security Bulletins)

https://security.salesforce.com/security-advisories?_ga=2.92240410.1632646760.1659313557-2109792841.1649163872

보안취약점관련설명

언제발견되었는지

어떤영향을미치는지

어떤태블로버전에서해결되었는지



Tableau Server의최신버전또는유지관리릴리스

최신버전사용 해당버전의최신 Maintenance Release 사용

최신보안업데이트내용

Upgrade
Risk

Security
Risk<



최신의보안업데이트적용

태블로를안전하게사용하는방법 1



Tableau를안전하게사용하기위한점검영역

권한관리로깅모니터링
사용자관리

및
인증

암호화



모니터링(Monitoring)



모니터링 : Server Status & Health Notification 

TSM – Status Notification in TSM (서버관리자알림)

Tableau Server의노드및각프로세스상태모니터링

• 데이터엔진, 파일저장소, 게이트웨이또는리포지토리서버프로세스

가중지되거나다시시작될때알림

• Tableau Server의남은디스크공간이임계값아래로떨어지면관리자

에게이메일로알림보냄



모니터링 : Admin View

Repository에저장된데이터를통해관리자에게종합적인뷰제공

Repository DB

Monitoring
Info

[자주보는모니터링항목에대한정보포함]
• Repository DB연결
• Tables & Join
• Calculation
• Views & Dashboard

Pre-Built Admin View(미리작성된관리뷰)



로깅(Logging)



로그및로그파일위치

Tableau Server는서버나사용자행동으로발생하는작업, 서비스또는프로세스가수행중인작업에대한모든정보
(오류, 경고포함)를로그파일에저장합니다.

Log Path : /var/opt/tableau/tableau_server/data/tabsvc/logs

Tableau Process Tableau Process별로그

[Auditing]
- 사용자추가, 삭제
- 특정사용자다운로드수행
- 주요컨텐츠삭제등

Auditing (감사정보)



로그수집및분석 : Tableau Log Viewer

Source : https://github.com/orgs/tableau/repositories

Tableau Log Viewer(github)Tableau Log 수집

$ tsm maintenance ziplogs

Tableau Log 내용확인

로그분석 : Self-Service(문제발생이전분석) vs. Tableau 기술지원(문제발생이후분석)



로그수집및분석 : Logshark

https://github.com/tableau/Logshark

Tableau Logshark(github)

Tableau Server의로그파일을읽어서 Tableau로
분석할수있게만들어주는도구

로그
파일
로딩

로그
파싱

Hyper로
전환

Tableau
문서
생성

Tableau Logshark 수행과정

Customer Case : 
User A가특정대시보드를조회시 CPU 사용현황확인

Advanced 로그분석



권한관리(Role&Permission)



권한관리 : Tableau Content & Feature

Content

Feature User
/Group

Content

Feature

User/Group

컨텐츠접근제어



권한관리 : 테이블접근권한제어

비지니스요구사항) 하나의 DB 사용자를가지고
태블로사용자별다른분석테이블사용

기존) 비지니스상황별여러개의 DB 사용자필요

DB Schema

Table A

Table B

Table C

Table D

Table E

Table F

Table G

…

Tableau Server

VC1

VC2

Table A

Table C

Table E
Table G

One
DB

User

Virtual Connection 권한관리

Tableau User 1

Tableau User 2

VC) 비지니스상황별한개의 DB 사용자필요

테이블접근제어 : 가상연결(Virtual Connection)



권한관리 : 데이터레벨접근권한제어

Virtual Connection과함께 Central Row-Level Security (중앙에서행수준데이터보안관리) 가능

통합문서, 게시된데이터원본기반의
행수준의데이터보안관리

(사용자필터, 데이터원본필터)

Virtual Connection 기반의
중앙에서행수준의데이터보안관리

기존 Data Policy

데이터레벨접근제어 : 가상연결(Virtual Connection)



사용자관리및인증 (Authentication)



사용자관리

Customer Case : 사용자관리관련보안위험성공지

Local ID Store

사이트관리자의사용자관리권한을서버관리자에게위임

로컬사용자관리



인증 (Authentication)

Local 
Authentication

강력한비밀번호정책설정

• 최소비밀번호자리수

• 대문자, 숫자, 특수문자포함여부

• 비밀번호만료일설정

• 계정잠금설정(비밀번호실패횟

수)



인증 (Authentication)

Local 
Authentication

External 
Authentication External Authentication + MFA

Weak Security Strong Security

Tableau Server

Tableau Cloud
MFA 설정화면 MFA 인증화면

다중인증(MFA)



암호화(Encryption)



Encryption In Transit (안전하게데이터전달)

Client Other SolutionTableau Server

Primary 
Node

Secondory 
Node

Interface A Interface B Interface C

1.Web Browser
2.Tableau Desktop/Prep Builder
3.Mobile App
4.REST API
5.tsm(tabcmd)



Encryption In Transit (안전하게데이터전달)

Client Tableau Server

1.Webbrowser
2.Tableau Desktop/Prep Builder
3.Mobile App
4.REST API
5.tsm(tabcmd)

Load Balancer
/Proxy Server

SSL/Non-SSL

Load Balancer
/Proxy Server

SSL

SSL

Non-SSL

SSL

Client & Tableau Server 구간

Tableau Server’s Gateway에 SSL 통신설정
• SHA-2 (256 or 512 bit) SSL certificate (No More SHA-1 certificate)
• 외부 CA 발행인증서 / Self-Signed 인증서 : 외부 CA인증을위한네트워크통신허용필요
• HTTP Strict Transport Security(HSTS) 설정(Web Browser로접속시 HTTP를 HTTPS로리다이렉션)

안전하지않는 TLS 버전을사용하는통신을제어 : TLS 1.2 이상의버전사용권고
• tsm configuration set -k ssl.protocols -v "all -SSLv2 -SSLv3 -TLSv1 -TLSv1.1"



Encryption In Transit (안전하게데이터전달)
Tableau Server 프로세스간

Standalone

Internal Process

Repository

Single Node(Standalone) 구
성에서는 Tableau Server의컴
포넌트간통신에대한네트워
크보안위험은적음

Node 1

Gateway

VizQL

Data
Server

Clustering

방화벽

… TS 프로세스

TS 노드(Node)

Node 1 Node 2 Node 3

Gateway

VizQL
Data

Server

• 각노드간필요한 IP address, Port, Protocol만방화벽에서오픈(외부)
$ tsm topology list-ports

• Port 구간의범위를최소화(Dynamic) : ports.range.min ~ max
• 침투위험이있는포트구간막기(내부 TS설정) : ports.blocklist

모든 IP address, Port, Protocol 오픈시 Tableau Server 노드간네트워크위험
성존재

Repository



Encryption In Transit (안전하게데이터전달)

Tableau Server

Tableau Server & Database 구간

DB

SSL / Wallet / Kerberos / …

Data Sources

SMTP(Mail)

Rserve/TabPy

Data Source

LDAP/AD(SSO)

SSL 지원가능한데이터연결 Wallet 지원가능한데이터연결

oracle.net.tns_admin=/opt/tableau.wallet
oracle.net.wallet_location=(SOURCE=
(METHOD=FILE)(METHOD_DATA=(DIRECTORY=/opt/tableau.wallet)))



사용자관리

SMTP(Mail)

Rserve/TabPy

Data Source

LDAP/AD(SSO)

Simple 바인딩
Username and password 인증

Non-SSL LDAP over SSL/TLS

GSS-API 바인딩
Kerberos 인증

Non-SSL LDAP over SSL/TLS
<< <

Tableau Server & LDAP External Identity Store 구간

Tableau Server & E-Mail 서버구간

Unsecure Standard SMTP Port(25) < SMTPS(SMTP over SSL) Port(465) < TLS Port(587) 
Weak Secure Strong Secure

tsm configuration set -k svcmonitor.notification.smtp.ssl_versions -v "TLSv1.2"

Tableau Server와 SMTP서버간통신에서 TLS 1.2로통신하도록설정



Encryption In Transit (안전하게데이터전달)
Tableau Server & Advanced Analytics(Rserve/TabPy) 구간

Send data/ Script to server

Send result back to client
Rserve Server
TabPy Servertsm security maestro-rserve-ssl enable

SSL

SMTP(Mail)

Rserve/TabPy

Data Source

LDAP/AD(SSO)

TabPy Server

[Script : 보안위험코드포함]

• 파일시스템에보안파일접근
• 보안위험요소를포함한패키
지파일설치

• OS 명령어실행
• 다른서버로접속시도

eval() 함수실행방지



Encryption At Rest (안전하게데이터저장)

Data Sources

Extract 
Data

Extract 
Data

Server
…

Encrypted

Encrypted

추출파일저장위치
(Default)

추출파일암호화활성화여부

추출파일(Hyper) 암호화



Encryption At Rest (안전하게데이터저장)
암호화/복호화키관리(Local KMS vs. External KMS)

암호화키재생성: tsm security regenerate-internal-tokens

Local Key Management System External Key Management System

• AWS Key Management System 과연동

• Azure Key Vault 와연동

• Tableau Server 설치시생성

• 주기적인키라이프사이클관리
(생성 -> 배포 -> 폐기 -> 생성 …)



고객상황에맞는보안설정적용

태블로를안전하게사용하는방법 2



정기적인백업수행

태블로를안전하게사용하는방법 3



• 데이터 & 분석거버넌스와지원전략

• 태블로를안전하게사용하는방법들

• 맺음말

Agenda



• 태블로는 Tableau Server와 Tableau Cloud를통해

Security, Manageability, Scalability측면에서 “안전한 D&A”를위해지속적개

선, 
강화를하고있습니다.

• 태블로가제시하는 Data Management와 Advanced Management를 “적절한

시점”에고려하세요. 로드맵이중요합니다.

• 태블로는고객의데이터를안전하게지키기위해지속적인보안업데이트와다양

한보안관련설정을제공하고있습니다

Summary



Thank you


