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Risk Environment




Extortion and Ransomware
growing

Recession will drive more crime

Increased specialization,
targeting, customization

Disruption, destruction, IP theft

Tolerating & harboring
criminals

Some regimes profit-driven
For example, North Korea

B

Economic pain will drive
increased misbehavior

Cyber-criminals paying insiders
for access
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Cloud Risk




Common Security Risks in the Cloud




Evolving
Environment

Migrating workloads
and applications to the
cloud-native
applications
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Measuring
Risk

Identifying blind
spots, managing the
cloud attack surface,

and improving security
posture

Multi-Cloud
Complexity

Achieving visibility and
consistent security policy
management

Hybrid

Requirements

Applying modern security
tooling to legacy and
on-premise workloads

Incident
Handling

Ensuring SOC visibility and
contextual awareness of
cloud attacks
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Translation




Risk Management

Incorporates cloud-focused Attack
Surface discovery, assessment, and
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Attack Surface

risk mitigation

Detection and
Response (XDR) +
Threat Intelligence

Cloud security correlation for fast

detection and response, including

XDR for containers, XDR for other
cloud resources, etc.

Cloud Protection and
Prevention

Discover and block vulnerabilities
and malware across VMs,
containers, storage, VPCs, laC,
repos, databases, and APlIs.

@ TREND:



Identities

IJ Office 365

Saas apps

Security Posture and Activity, across all Asset Types
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Domain controller
w/ misconfig security

Likely
compromised,
low privilege

Misconfigured

Credential
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API

High-severity
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How?




* Bring cloud events into your detection and response activities

e Visualize cloud infrastructure and data flows

 |Include SOC in cloud threat assessments




* Consider risk across asset types

* Developers have endpoints too!

 Map the flow of code to production




* Handle your entire attack surface

* Native sensors for fundamentals

* |ntegrations for specialty systems




Trend Micro Can Help




Help organizations quickly identify threats, reduce breach exposure, and respond to security threats across their cloud environments

Cloud Attack Surface Cloud Detection and Cloud Protection and
Risk Management Response (CDR) + Prevention
Threat Intelligence
Incorporates cloud-focused Attack Discover and block vulnerabilities

and malware across VMs,
containers, storage, VPCs, laC,
repos, databases, and APlIs.

Surface discovery, assessment, and

. v Cloud security correlation for fast
risk mitigation

detection and response, including
XDR for containers, XDR for other
cloud resources, etc.
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Detection and Activity Logs

Endpoint Detection At Cloud Storage

& Response l'. Latest Threat campaigns (I0Cs & STIX)

E-mail Detection &
Response

sanbiuy’9y
yoene paniasqo

SIEM & SOC Analyst

Cloud Detection &
Response

Triage & Workbench
Attack Visual

Detections — MITRE mapping

Network Traffic

Analytics ZERO TRUST — SECURE ACCESS




Cloud security correlation for fast detection and response, including XDR for containers, XDR for cloud resources, and more.

(© 2023-07-13 01:23

r

TranAd \ieinn Nna™ .
~ Summary = (D]

= (0]
JCes: AWS S3 Bucket Data Exfiltration
7 A possible data exfiltration from AWS S3 bucket that

may result to stolen confidential data was identified.

Summary

-AWS IAM Policy Attached To User Or Role Or Group
An attachment of an AWS IAM policy to user or group

or role was detected.
Score: 26
0 L & 1 ~—Score: 43
Impact scope: F 5
Created: 2023-05-12 19:33:38
::21821327367 l k —

_Impact scope:
Created: 2023-03-19 11:47:56
‘ Owner: None Assign owner

None Assign owner

Owner:
Highlights arvawsii " v »
i ~ Highlights
AWS IAM Policy Attached To A Role
Technique: T1078 - Valid Accounts AWS S3 Bucket Listing
Trend C!oud One - AWS CloudTrail T 1580~ Cloud infra e [
13.236.119.180 Discovery | s
Data source /|  Trend Cloud One - AWS CloudTrail | _"‘—.._
~ processor: Integration |
AKHTFTUGKBGDRJO4ARS [

Data source /
*:780477232234:function:automation-2

G—) 2023-05-12 19:28:01 | View event
% (userldentity.accessKeyld) AKIATFTUGKBG...
% (userldentity.arn) arn:aws:iam::2182132736...
& (sourcelPAddress) 47.161.29.12

© 2023-03-19 11:41:34 | View event
% (userldentity.arn) arn:aws:sts::78047723223...

& (sourcelPAddress) 13.236.119.180 arn:aws:sts::78047723223
arn:aws:iam::218213273676:user/not-attacker
AKIATFTUGKBGDRJO4ARS
47.161.29.12

@ (requestPar .policyArn) arn:aws:iam::...
[2 (eventName) AttachRolePolicy
& arn:aws:sts::780477232234:assumed-role/a...
o - B (eventName) ListBuckets
A arr da:*:780477232234:
F 3 18213273676 /not-attac...
arn:aws:sts::780477232234:, d-role/ h le-ap-.. AWS S3 Object Sync
Technique: T1530 - Data from Cloud Storage
Data source/  Trend Cloud One - AWS CloudTrail
processor: Integration
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Stop adversaries Take charge of Converge, simplify,
faster cyber risks harmonize SecOps

©

Market-leading XDR Most robust attack surface Broadest, single
risk management platform
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VP Cloud Technology

mike_milner@trendmicro.com
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