CLOUDSE (2=

ENVISION ([

A H|O|E| EL Of S| #| 0] KOk
E.i_lno| '

N 7/
Y B 2
v arvhelies
P RS I )
) +

Hosted by

¢’ TREND?



ofo|Bc|E 2t E 08

=c| MH &
7t My

2 | ©2023 Trend Micro Inc.



AFEXFQ| H| =LA Hot MEH(HO|HME B2, YA 2E et
OfEz|#|0|M, 22|11 S22 E H|O|E| E OFF| Bl K])

—

ofo|HE|E ZH

stojgz2lE Q3 2E,
HOIEHME & 22220
A ZFsoh o=

3 | ©2023 Trend Micro Inc.

HE

JhAI AT} K|
H3 Jg|n
Sapecol Hot

M
%)
il
o
©

BHOFALD
oI'T/tS

THAN B3, 2|3 9l

0

[ |
oOMAOl ZoloC o
S+, 22RE 548

T2 M A OIX|

) TREND:



101
KK
H

=]
=
=
=

o
2z
L
o
-

4 | ©2023 Trend Micro Inc.



‘ace Risk M

‘qace ¢ Assess Risy

@ TREND?

Vision One : Zero Trust

Architecture

Orchestration and Automation

GIobaI Threat Intelligence

Attack Surface Intelligence | Zero Day Initiative | Threat Research | Al/ML | Big Data Analytics

9 0

ALO|HH E O 8 S
> @ (5 >

= = @ ® @» ® & :

E EH | O d) User and Endpoints Email Cloud Inf Applications  Code Repo Data Network Ics/oT g

I i E m Identity and Servers oud Infra P etwor 3
el . Email Endpoint Cloud Network oT =1

I‘l 2" g Security Security Security Security Security =
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Platform Foundations

Multi-Tenancy | Role-Based Access Control | Single Sign-On | Policy Decision Point
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Contextual Visibility of Cloud Risk :

q Cloud Asset Inventory Cloud Asset Graph Attack Path Analysis Risk Summary & Explorer y

- ————

Risk Rislk
Prioritization [ Vulnerability 1 [ Compliance 1 [ Misconfiguration 1 [ Threat/Attack 1 Reduction

[ Workloads ] [ Containers ] [ Serverless (Lambda) ] [ API ] [ IAM (ldentity, Role)] [ Storage ]

-
--———- —— -

aws 3 V4 /A Azure
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HYBRID CLOUD STRATEGY
On-premise + Multi Cloud — AWS, Azure, GCP, and Others

ASRM for Cloud XDR for Cloud Protection

(Attack Surface Risk Management) (Cloud Detection & Response)
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RISK INDEX = O Whatis the Risk Index?

Sile
Medium risk

Risk factors:

@ Exposure Index: High >

® Attack Index: High >

® Security Configuration Index: Medium >

Recommendation: Take immediate action to
mitigate current cyber attacks and reduce
exposure level.

Devices
o

Risk level: Medium

100

70

30

08-08

. Industry avg
G “'Orlg__ size avg

-05 09-19

@ Compare with other orgs

10-03 10-17 10-31

O Regional avg (United States data center)

11-14 11-28 12-12 12-26

() Industry avg (Retail) ¢ Org size avg (1 - 100 employees)

@ Internet-Facing Assets

Risk level: High

Accounts
3

Risk level: Medium

Cloud Apps

Risk level:

9 Cloud Assets
Risk level: High

edium
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Trend Vision One™ | atack surface Discovery

2 2et

HEXED R @

15k

-2
1

10k

5k | |
S T T I I I
Apr May Jun

Sep Oct Now Dec Jan Feb Mar
® AWS @ Azure @ GCP

CLOUD ASSET LIST (9919)

All

9 el

X B9 O®LERO

Asset name Latest risk sc... 4
sg-0cB6d19b2c9ed3... 72
sg-0efa93f3418d42c61 72
sg-0de505809f064d... 72
@l sg-05d2d821ae7edch... 72

9 | ©2023 Trend Micro Inc.

Virtual Machines

30

Asset type

EC2 Security Group
EC2 Security Group
EC2 Security Group

EC2 Security Group

Container Clusters

Provider

AWS

AWS

AWS

AWS

5

4 Unprotected

Asset category
Other
Other
Other

Other

o)
-

ol 11
= L.

L3 Devices @ Internet-Facing Assets & Accounts
B (< it
CLOUD ASSETS OVERVIEW CLOUD ASSETS BY LOCATION

Serverless

1,544

Service Location

EC2 United States
EC2 United States
EC2 United States
EC2 United States

& Cloud Apps

o

(© 2023-08-21 09:40

[ All Cloud Assets

w CONTRIBUTING DATA SOURCES

Data Storage

398

Region

us-east-1
us-east-1
us-east-1

us-east-2

Cloud Provider

AWS 2

Data source
Trend Vision One Container Security

Trend Cloud One - Conformity

Account hame

Databases

42

First seen

264846450397 2023-07-3122:00:28
264846450397 2023-07-3122:00:28
264846450397 2023-07-3122:00:29

264846450397

2023-07-3122:00:29

Bg trendus\andref v .

« @ Credit usage ‘E|

Manage Reports v

Number of accounts

Data upload
[ ]

]

‘ [ Export |

1AM

1,839

Last detected

2023-08-20 23:10:37
2023-08-20 23:10:37
2023-08-20 23:10:37

2023-08-20 23:10:37
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Trend Vision One™ | Operations Dashboard > System Configuration > Cloud Asset Compliance Violations

< Back

1 7 2 rules

PCI DSS(v4)
2)

CLOUD ASSET COMPLIANCE VIOLATIONS

otk

—

1 76 rules

System and Organization Controls 2 (SOC

L

* - .
T eFol

1 1 4 rules

AWS Well-Architected Framework

[ Standard/Framework: All v H Severity: All

. H Provider: Al

(© 2023-06-16 12:30

8 7tA8

P

Last assess

[

| Rule Severity + Events Selected standards/frameworks Provider Service Asset type
[[1 «  Checkfor Unrestricted Memcached Access High 1 AWS Well-Architected Framework, PCI ... AWS EC2 EC2 Security Group
-t —e —
. ed : Ol gl S| ZS QB ChAlH X| %0
Remediation: Ensure that no security group allows unrestricted inbound access on TCP/UDP port 11211 (Memcached) View more _ %ll- I_I > [e) == T OI_I- I_I- = x = O
TS A —_—
[] »  VPC Access for AWS Lambda Functions Medium 405 AWS Well-Architected Framewali OEI- E|_I 7 I =3 xl‘i Eo'l 3. Lambda Function ——
> nable Encryption at Rest for Environment Variables using Cust... edium ell-Architected Framework, mbda ambda Function
Enable E tion at Rest for Envil t Variabl ing Cust Medi 398 AWS Well-Architected F k, PCI AWS Lambd Lambda Functi
[~  sQSEncrypted With KMS Customer Master Keys Medium 85 AWS Well-Architected Framework, PCI ... AWS SQSs SQS Queue
Remediation: Ensure SQS queues are encrypted with KMS CMKs to gain full control over data encryption and decryption View more
> nable ow Logs for ubnets edium v4), System and Organization ... ou ou ubne!
Enable VPC Flow Logs for VPC Subnet: Medi 76 PCI DSS(v4), Systi d O izati GCP CloudVPC CloudVPC Subnet
D > CloudFormation Stack Notification Medium 52 AWS Well-Architected Framework, PCI ... AWS CloudFormation CloudFormation Stack |
> oudFormation Stack Policy edium ell-Architected Framework, oudFormation oudFormation Stack
| CloudF tion Stack Poli Medi 52 AWS Well-Architected F k, PCI AWS CloudF ti CloudF tion Stack
o » CloudFormation Stack Termination Protection Medium B2 AWS Well-Architected Framework, PCI ... AWS CloudFormation CloudFormation Stack
[ ~ 53 Bucket MFA Delete Enabled Medium 44 AWS Well-Architected Framework, PCI ... RS s3 S3 Bucket

Remediation: Ensure S3 buckets have an MFA-Delete policy to prevent deletion of files without an MFA token View more

[] » S3O0bject Lock

Medium

44

AWS Well-Architected Framework, Syst...

S3 Bucket
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Trend Vision One™ | operations pashboard > Vulnerabilities © 2023-08-29 11:44 Po ERtrend . {

VULNERABILITY MANAGEMENT METRICS

Patch Management (MTTP & AUT) Highly Exploitable CVEs Legacy Operating Systems
- days on average to patch highly exploitable CVEs > 10.6% of your internal assets contain highly exploitable CVEs > 0 devices with legacy Windows systems >
46.2 days on average that highly exploitable CVEs remain unpatched > 0%  of your hosts contain highly exploitable CVEs >
100% of your container clusters contain highly exploitable CVEs >
mn highly exploitable CVEs per internal asset on average >
[+] highly exploitable CVEs per hast on average bl

HIGHLY EXPLOITABLE UNIQUE CVEs | Powered by Zero Day Initiative (&)

X CQPO®P2EOLDEEXED

Internal Assets  Internet-facing Assets | Containers Last assessment: 2023-08-29 =
[ Status: New v I [ Q cvEID I l Y. Filter ] :
T —
O Vulnerability ID CVE impact score (&) Impacted clusters Impacted images Prevention rule  First seen time
O o > CVE-2017-5638 70 1 1 14 2023-08-23
| [ > CVE-2017-9791 70 1 1 10 2023-08-23
] M > CVE-2020-17530 70 1 1 8 2023-08-23
| nd > CVE-2013-2251 69 1 1 ) 2023-08-23
| o > CVE-2022-22965 69 1 1 14 2023-08-23
| nd > CVE-2018-11776 64 1 1 2 2023-08-23
| [ > CVE-2021-39144 64 1 1 4 2023-08-23
| nd > CVE-2017-9805 63 1 1 1 2023-08-23
| [ > CVE-2006-1547 62 1 1 0 2023-08-23
— O o > CVE-2013-7285 60 1 1 0 2023-08-23
g
= ] M > CVE-2022-37434 60 1 2023-08-23

/ ' lII|

11 | ©2023 Trend Micro Inc. ¥
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HYBRID CLOUD STRATEGY
On-premise + Multi Cloud — AWS, Azure, GCP, and Others

ASRM for Cloud

(Attack Surface Risk Management)
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XDR for Cloud

(Cloud Detection & Response)
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Hybrid Cloud
D‘:etection & =R E 2 E 2| X|of B X| 2t
AL =211
Response

bt
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=8/ 7(10Cs & STIX)

CloudTrail Logs

Hybrid Containers
Detection &
Response

sanbiuydoy
yoene paniasqo

L SIEM & SOC Analyst }

) Triage & Workbench

1 N
4 55 7tA| 8
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Oor Liou oud Traill Y1 o
O—I C 7 .” | 1EII7< |.EL |.O|: |AAO-" H-<'5 L=l —'6|--'-|.o:| |.E Zt |EI| H_O_O o|5 = |.O|: O} AT "7;”
4F =
HAZE, HH 0|4 & FI7t S 2R E 2[AA0] CHot xpRE E&SI0] HHE Z4X| A OlSS fler ST E EoF o2t 2t
Trand \icinn Nina™ | .. ___. G 2023-07-13 01:23
Summary - () |
-AWS IAM Policy Attached To User Or Role Or Group ~ Summary = (D] l
An attachment of an AWS IAM policy to user or group —
or role was detected. JCE 5! AWS $3 Bucket Data Exfiltration
7 A possible data exfiltration from AWS S3 bucket that
Score: 26 may result to stolen confidential data was identified.
_Impact scope: 1 Q1 Score: a3
Created: 2023-03-19 11:47:56 Impact scope: Y
Owner: None Assign owner Created: 2023-05-12 19:33:38
Owner: None Assign owner
Highlights arvawsii " v »
] Highlights <21821327367 J er
AWS IAM Policy Attached To A Role |
Technique: T1078 - Valid Accounts AWS S3 Bucket Listing [ P
Data source /  Trend Cloud One - AWS CloudTrail TaRE] T1580 - Cloud Infra: e i -
P :© Integrati i B struet ‘ ==
' *:780477232234:function:automation-2 13.236.119.180 Discovery ) /
© 2023-03-19 11:41:34 | Vi Vont Data source / ;I'rend C!oud One - AWS CloudTrail [ =
: - processor: nhega‘hnn I" T
% (userldentity.arn) arn:aws:sts::78047723223... 20250512 182801 | AR FTUGKBODRIOSARE
& (sourcelPAddress) 13.236.119.180 e naTi i : . © nd e 'M';“”E“‘
] @ (requestParameters.policyArn) arn:aws:iam::... (2 (i iy o G AT AT e
% (userldentity.arn) arn:aws:iam::2182132736...
@ (eventName) AttachRolePolicy
& arn:aws:sts::780477232234:assumed-role/a... @ (sourcelPAddress) 47.161.29.12 arn:aws:iam::218213273676:user/not-attacker
eventName) ListBuckets
@ arn:aws:lambda:*:780477232234:function:a... f g : AKIATFTUGKBGDRJO4ARS
:aws:iam::218213273676: /not-attac...
- ) . ) 47.161.29.12
arn:aws:sts::780477232234:, d ]| Py AWS S3 Object Sync
Technique: T1530 - Data from Cloud Storage
Data source/  Trend Cloud One - AWS CloudTrail
processor: Integration

15 | ©2023 Trend Micro Inc.
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Trend Vision One™  xoR for Containers e

~+ Connect More Containers

Ouc &2 Ereduoov @

View deeper inside your container

+ Provides visibility in your cloud container environments.

+ Detect threats in the rapid growth of containerized applications. @  Trend Vision One™  search F. @®
[3] I Open Guide I View Query History Saved Queries %
[
- @ =
- Search Method: General ‘container @ Last30days
] ] S
| : | e p— ‘m—m’-ﬂuﬂn-mﬂmw@
$ EDp DATA GROUPING « SEARCH RESULTS  ONLY DISPLAYING THE FIRST SET OF RETURNED RECORDS. GO TO ADVANCED SEARCH METHOD TO PERFORM THE ACTION. View: Standard View v [
DETECTIONS @)
B vechedevensz - » Derections
’ ' ‘® Container Actway Oata
é
& » hasthame N
. H ——— ——— — = — — E————
R ainarat P fer AT SR — GO R T T R o R I R N
Workbench Search ) ) : ) :
endpoNtHostNaMme
] ’ Logged
Trend Vision One integrates Cloud One detection Use product code "XCS" in Search app to find out are & » endpointGUID Vision One @INEFETS Security
models to let you have deeper visibility in your cloud there any potential threats. > policyzd
; ; > request
container environment. @ policyl LogOnlyPolicy
B3 processCad wget https:// ld/naster/hella.c
E 5 dst processName wget
2 processpid 040
DD producttode  ses
B o pver 2021-12-61T60:00:00. 06008067
raubatastr {"€lusterIn":"Test_deno-2ULGdkezChdvef 1PUBIUpBzaTg" , "clusterbanc": "Test_dena" ,"customerTn": -«mww.-m:w._u-."cm
& 5 st Sl " EIETII. image . digest
1 i R inage. tag" 2. 4-22.04_beta" '_ :"attac
5 fleniame kar-aseps” e -rg.m-—"x-w “evt. arg. flags":"0_APPEND|_CREAT 0_ROWR" “evt..arg. -u--:-ms-.-m.-rg.n-ﬁ-mm.qm-w-.-m
mqur:-rm- "evt.dir"1"<", "evt. is_open_write” t"Lrue”, "evt.num":"664BA1T", "evt. rawtime": o
2 PloPath "evt.type":"openat”," fd.name":"/root/.wget-hsts", "fd.. -u-r' 4", "fd. typechar”:"f", "kBs.ns. name" : -ulnu-,-w..pu.u- ‘2aBdddea-f27
; e ., "Kk8s. pod. g - pod. name"': 24895", "proc. args”: "https
> fiaHash X 1o-wor
exe”:"wget", 'nrv:.ncum' “wgEt https://| d/master/hello.c", “proc.:
Ol €. name" :"wget™ , “proc. pemdLine” :“bash -c apt -qq update;apt -gq install wget gec -yiwget
S L B T P R eV ooy 7 e P ety (b e LTS
¢ ] ostname”: i :"defaul
C et G ) C Sl iteEs ) _ 5 mamagautiect 5"}, "B, pn..—-x'-am:m-aaﬁ- ugnmﬂ-'lq-.m—-:-mmlcmn Hidden Files or unmrm- "orchestration®: kgs"
| @ +*LogniyPalicy Tl ]
| » tags l‘—l‘."\ﬂm_ﬂlﬁnm
I » stamp”:™: m;--urulus-.ﬂ;mz','lm-l m:an- “version™:
Trend Vision One™  workbench (©2023-08-28 17:08 l.. Wirend Mico ()
Alert View  Incident View | [] Automated Response Playbook |
| status: an ~ || creste: custom period + || model name: Al ~ || Modeltype: A v | [ pata source s processor: .. ) + || @ warkbench 10, Endgpoint, user, Email
(m} Score 4 (D)  Workbench ID Model name (0 Model severity  Impact scope Data source | processor Created Associated incident Owner
WB-12287-20230631- Trend Cloud One - Container ) 1C-12287-20230629-
o m & e Possible Container Escape High =] s 2023-05-31 07 ps:
WB-12287-20230531- Trend Cloud One - Container . IC-12287-20230529-
0 ™ e S Passible Cantainer Escape High (=] sty 2023-05-3115:43:02 00000
WB-12287-20230531- Trend Cloud One - Container o 1C-12287-20230529-
o r = 00083 e High =4l e 2023-05-3115:42:45 -
WB-12287-20230631- Trend Cloud One - Container . 1C-12287-20230529-
[ ) e Possible Container Escape High =] o 2023-05-3115140:34 Fs: |
WB-12287-20230531- Trend Cloud One - Container IC-12287-20230529- s
0 m™ 81 00081 Possible Container Escape High [m]] ity 2023-05-3115:11:21 00000

16 | ©2023 Trend Micro Inc.




. 99+
Trend Vision One™ Security Playbooks (©2023-08-2409:33 A @ E@trend 2

Exploit attempts detected: -
Has prevention rules: -

CVSS score: -

Specified vulnerabilities IDs: -

@ CVEs with High or Medium Global Exploit Activity Create Playbook from Template Cancel
2
i
¥ Trigger £ % == Find endpoints L o B o0 ® B send email notification of results i » ® P £nd

s

>\ + Scheduled: Daily at 19:00 UTC+00:00 Operating system: - + MNotification method: - End of playbook
Global exploit activity: - * Recipients: -

)

L N

® B Manual approval and notify specifi.. £ * B Send ticket notification of results LS
+ Manual approval: - * Notification method: -
= Motification method: - * Ticket profile: -

* Recipients: -

ol ®2FB®

O

5ol & S A==tz

0
0

So Hot PIaybook
S Al K| & CHS

s3t
d=s=E %

HLI
g
fot

Kt
=
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Attack Surface Risk

Extended Detection
Management (ASRM)

& Response (XDR)

Discover

Mitigate Respond
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Identity Data Network Email Endpoint 3rd Party
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HYBRID CLOUD STRATEGY 1
On-premise + Multi Cloud — AWS, Azure, GCP, and Others )

ASRM for Cloud XDR for Cloud Protection

(Attack Surface Risk Management) (Cloud Detection & Response)
olo|Be|E SEREE Tk
otojEe|E SR S LE & b= Z4 X S 0SS flot I oy 3 HEQY B MY, 7ty
E 4 rHEA e 2M=S Slo|E2[E SEIRE # 4 o2 2 AL AHEO|H, AER|X]| & BE
RS P2 =4 HAZEOM F4Ea YO E

db 745} 1 A

19 | ©2023 Trend Micro Inc.




el

ORACLE
SOLARIS

On-Prem, SaaS, and Hybrid Support

=)

e

Google Cloud

I\ Azure O

ORACLE

(-] AlibabaCloud

Laptop Desktop Server Virtual Public/Private
Server Cloud
=oF XK1= Al 7HA|M g B EPP & EDR/XDR= #ISt ¢ SHE
SIO|EEZ|E T 2EQ| MY S HOIHE BotgE ET-EXZ A= 2 HSY
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Trend Vision One™ | server & Workioad Pratection (© 2023-08-24 09:48 .Po B trendus\;

Server & Workload Protection Manager: Fernando - 323342116022 v

Events & Reports - Palicies ‘ Administration
| Smart Folders - -
Computers |W|thsuh-Gmups - ‘ ‘ ByGroup v ‘ & e iiiE

Alerts

Dashboard ‘ Actions

HEXEDY RO

- [§ Computers
Npqueswall Bee 0§ . 8§ §o
> @ USEast (. Virgir |NAMEA ‘pu'rmm |anlcv ‘ |s'rA1us ‘ [+] ‘ (] | ® | (6] ‘ @ ‘ @ | Q) ‘ (2] ‘ =] |s.‘ SEND POLICY SUCCESSFUL ‘mmeu.m._.|
@ 10emnl e0ons w  computers » SecinCloud Lab > US East (N. Virginia) > demo-cluster-test2-VPCStack-11IKSHZPO4PLR (vpe-Oce8cddch17fb76db) > subnet-013c47eac03e29033 (1)
as o R EE B I ec2-3-231-211-83 compute-1.amazonaws.com (demo-cluster-tes.. Amazon Linu.. Linux Server J.. @ Managed (Online) ® © o o o o o o o August 23, 2023 08:43 N/A
A
@ ~  Computers > SecinCloud Lab > US East (N. Virginia) > demo-cluster-test2-VPCStack-111KS8HZPO4PLR (vpc-Oce8cddch17fb76db) > subnet-04630c2154e9d9200 (2)
& II' ec2-54-159-69-178.compute-1.amazonaws.com (-05277f60c3cd®® Amazon Linu... Linux Server J... @ Managed (Online) [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ] August 23, 2023 09:15 N/A
Add Computer... |
i P & @ Agent
® Managed (Online)  ¢* Docker Engine 19.03.6-ce g
o . . -~ ——
28 Add Active Directory... 5 © AtiMauae @ OnRealTime _
. { —
= () Web Reputation @ Off notinstalled
Activity Monitoring on
@ Add VMware vCenter... = © ctvty owtorng @
= Device Control @  Off, not supported
’ | IAWS ’ LIITt @) Application Control @  Off, not installed
b '.‘ &) Firewall ® On15mules
. & Intrusion Prevention @  On, Prevent, 3 rules
‘ Add Azure Account... © IntegrityMonitoring ®  On, 20 rules
@Y Lognspection ® On,7rules
&% Add GCP Account...
W ec2-54-82-11-219 compute-1.amazonaws.com (demo-cluster-tes.. Amazon Linu._  Linux Server J_. @ Managed (Online) e o o © o o o o o August 23, 2023 08:40 NFA
‘ Add vCloud Account. v Computers > SecinCloud Lab > US East (N. Virginia) > eksctl-EK: p VPC (vp: 31ded1) > eksctl-EKS-DevSecOps- p 1A (sub )
-
IR ec2-5 .compute-1. .com (EKS-D Ops-.. AmazonLinu.. Linux Server J.. @ Managed (Online) [ ] [ ] [ ] e [ ] ® [ ] [ ] ® August 23, 2023 07:48 N/A

21 | ©2023 Trend Micro Inc. J/




Git Repository Cl/CD

»O - ® =

22 | ©2023 Trend Micro Inc.

Build

Cloud

oo
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o
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2

4

Containers Cluster / EKS / ECS*

\\__________________________________’

——————

Cloud Attack Surface Risk Management
+

Cloud Detection & Response

P~
HIPAA AWS Well-Architected

Trend Vision One™ — Container Security

Cloud Attack Surface Risk
Management

Cloud XDR
+

Runtime Protection

@  Trend Vision One™  weanencn
[ swaves o
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99+
(©2023-08-2911:49 M @ EEtrendus\a

23 | ©2023 Trend Micro Inc.

o/ Trend Vision One™  container Inventory Freview
[E] v Kubernetes
Inventory > Kubernetes > SecinCloud
P v @ SecinCloud
= > @ ip-192-168-42-19... Cluster Name: SecinCloud Added: 2023-08-1518:20:09
@ Updated: 2023-08-15 19:05:13
p > @ ip-192-168-8-70L..  pascription:
= | | —I—I_ > Number of Nodes: 2
— v @ Test_demo . Number of Pods: 22
ED = Protection:
o Map to Cloud Account: [ ]
—_ = > ip-10-0-129-162.e... Policy: Protection
Hetst o MAZXQ IR E Q » -
o= = =] .
> @ ip-10-0-148-50.ec... Runtime security: arn:aws:eks:us-east-1:293538378862:cluster/EKS-I
[-H]
P~ - r ™ nAi .
QI' [e) E A A= Runtime scanning
—_
— =] @
(oS ni=1ks s
2IE o Z 2tg|stn
Nodes Pods
XANS Al o
s i i
o7 Pod & Protection Last Evaluation Created Status Namespace
TS| 7= $ -

@ aws-node-6tEmf 2023-08-29 11:45:31 2023-08-15 13:38:26 Running kube-system

E aws-node-8q72g 2023-08-29 11:45:31 2023-08-15 13:38:28 Running kube-system
calico-kube-controllers-78d8c 2023-08-29 11:45:31 2023-08-15 13:48:57 Running calico-system

E. E‘I A E'I : _l__l_l' ):f‘ 9df64-t6w29
= — ) _ll: —_— . e . )

{é} calico-node-8rg2n 2023-08-29 11:45:31 2023-08-15 13:48:57 Running calico-system
calico-node-fq7h7 2023-08-29 11:45:31 2023-08-15 13:48:57 Running calico-system
calico-typha-646bb8d9bd-bz 2023-08-29 11:45:31 2023-08-15 13:48:56 Running calico-system
vdv
coredns-79df7f{f65-p79b8 2023-08-29 11:45:31 2023-08-1513:30:16 Running kube-system
coredns-79df7f{f65-rpk9k 2023-08-29 11:45:31 2023-08-1513:30:16 Running kube-system
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€ Important: This is a "Pre-release” feature and is not considered an official release. Please review the Pre-release Disclaimer before using the feature. This feature will require credits f

usage if officially released.

Policies Rulesets Vulnerability Events Artifact Scanner

=+ New + Duplicate
Created 2023-08-1509:45
LogOnlyPolicy

A policy with several example logging rules. I...2023-08-23

Updated 2023-08-23 08:34

Policy Definitions @

Trend Vision One™  container Protection 7=

99+
(92023-08-2911:49 M @ Egtrendu

Protection
YT T Cluster-wide Policy Definition - applies to all r by
Deployment Continuous (© Runtime
Pod properties
¥ Log v  containers that runasroot @  deprec:
¥ Log v | containers that run in the host network
¥ Log v | containers that run in the host IPC nam
¥ Log v | containers that run in the host PID nam

Container properties

¥ Log v | containers that are permitted to run as

¥  Log v | privileged containers @

¥  Log v s with privilege lation rigk

¥  Log v | containers that can write to the root file

¥ Log v | containers with capabilities that do not
Image properties

When adding a new rule below remember to update the action in |
[] Log v  Iimages from registries with names that

[] Log~  Images with namesthat equal v
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€ Important: This is a "Pre-release” feature and is not considered an official release. Please review the Pre-release Disclaimer before using the feature. This feature will require credits.

usage if officially released.

Policies Rulesets Vulnerability Events

+ New + Duplicate

LogOnlyRuleset

A ruleset with several example logging rules.... 2023-08-15

Artifact Scanner

+ Add Rule

Mitigation Rule ID Name
Log v TM-00000001 (T1546.004)Modify Shell Configuration File m @
Log v TM-00000002 (T1059.004)Update Package Repository o @
Log v TM-00000003 (T1082)Read ssh information o @
Log v TM-00000004 (T1003.008)Read sensitive file trusted after startup m @
Log v TM-00000005 (T1021.004)System user interactive o @
Log ~ TM-00000006 (T1059.004) Terminal shell in container m @
Log TM-00000007 (T1020)System procs network activity o @
Isolate TM-00000008 (T1613)Contact EC2 Instance Metadata Service From i )
Terminate e
Log v TM-00000009 (T1813)Contact KBS API Server From Container m @
Log v TM-00000010 (T1543)Launch Package Management Process in m @

Container

Log v TM-00000011 (T1059.004)Netcat Remote Code Execution in Container m @
Log v TM-00000012 (T1070.002)Clear Log Activities o @
Log v TM-00000013 (T1059.004)Create Symlink Over Sensitive Files m @
Log v TM-00000014 (T1068)Packet socket created in container om @

TREND?
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‘ © Important: This is a "Pre-release” feature and is not considered an official release. Please review the Pre-release Disclaimer before using the featura. This feature will require credits for continued usage if officially released.

Policies  Rulesets

Filter By: None v

Kubernetes  ECS

CVE

CVE-2022-23943

CVE-2019-11039

Vulnerability  Events

Severity +
Critical

Critical

Artifact Scanner

Image

dvwa

dvwa

Package Name Package Version

apache2 2.4.25-3+debous

php7.0-opcache 7.0.30-0+debsut

Fix Available
2.4.25-
3+deb9u13

7.0.33-
0O+debgus

Description:

Out-of-bounds Write vuinerability in mod_sed of Apache HTTP Server allows an attacker to overwrite heap memory with possibly attacker provided data. This issue affects Apache HTTP Server 2.4 version 2.4.62 and prior versions.

Vulnerability Information:

CVE
Severity

Package Name

Image Information:

Image

Registry
Digest

Detection Information:

Gontainer

dvwa

CVE-2022-23943

Critical
apache2
662446947455.dkr.ecr.us-east-
2 Tcttadiez
0c9
465 dkr.ecr.us-east-2
1620c9
AWS Account Task Defini
662446947455 arn:aws:ect
Lab:1

Package Version

2.4.25-3+deb9us

Fix Available 2.4.25-3+deb9u13
¢  Trend Vision One™  container protection =
[#] This Is  feature and is not an official release. Please review the ©rc

released.
e
Policies  Rulesets  Vulnerability  Events

)

. Filter By: None -

<
["'I] Kubernetes ECS

o
)

o g

o
4

b2

ek

CVE Severity © image Cluster
GHSA-xpfp-1569-q3p2 Critical trendwarkshopdevcecops
CVE-2023-38408 Critical trendworkshopdevcecops
CVE-2023-28531 Critical
CVE-2019-1010022 Critical calicofnode
CVE-2019-1010022 Critical calicofnode
CVE-2019-1010022 Critical calicofnade
GHSA-ra8q-9g5r-Bqzh Critical calico/apiserver
GHSA-ra8q-9g5r-8q2h Critical calicofkube-controllers Test_demo
CVE-2019-1010022 Critical calicojnade

Description:

(D 2023-08-29 11:80

954+
& @ Batendusiandref v A

elease Disclaimer before using the feature. This feature will require credits for continued usage if officially

Package Name

Diango

openssh-client
openssh-client
glibc-comman

glibc:
glibc-minimal-langpack

github.com/emickleijgo-restful

github.

glibc-minimal-langpack

ssh-add in OpenSSH before 9.3 adds smartcard keys to ssh-agent without the intended per-hop destination constraints. The earliest affected version is 8.9,

Vulnerability Information:

cVE VE-2023-2853

Severity Critical

Package Version 19.2p1-2

Fix Available N

Package Version Fix Available
3 3113
1:9.2p1-2 NjA
1:9.2p1-2 NiA
2.28-211.818 NfA
2.28-21.el8 NfA
228-21.ei8 NjA
v2.11.2-0.20200112161605~ 2160
a7c079c43d51+incompatible

v2.11.2-0. 1605- 2160
a7c079c43d51+incompatible
2.28-189.5.018_6 NjA
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