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SQL Server, Oracle, MySQL,
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Applications Endpoints
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Information and data
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Accounts and identities
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? BLO0DHOUND s% ATTACK PATHS EXPLORE POSTURE & Justin Kohler B TESTLAB.LOCAL - O

Active Directory attack path e —

+ Tier Zero User Logons CRITICAL

TIER TWO + Kerberoastable User Accounts CRITICAL

JOEL HELPDESK SUPPORT PCI-SERVER-01 SVC_PRDRMV  DOMAIN ADMINS

Tier Zero User Kerberos
+ ) CRITICAL
e Delegation
- HasSIDHistory {asSession
B ISR, + Large Default Groups in Local — T

Admins Group

+ Tier Zero Legacy SID History _ Low

+ Rgveke principals’' DCSyne Low
privilege -
Resource-Based Constrained

+ Delegation on Tier Zero _ Low
Computers

CanPSRi

GenericAll emole pq-dtTo GenericAll GenericWrite

11  Default Radial é g é

Expand All Collapse All

A user The user was a .which was a ..which had
was phished. member of a group... member of another local admin privileges
group... over a system...
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Stus: @1de ~ TESTLABLOCAL ATTACK PATHS Add Secret to Tier Zero Service Principal or App
Last Analysis: 7/18/2022 501 PM POT (GMT0700) SPECTEROPS DEVELOPMENT IWEEK  IMONTH  IMONTHS  6MONTHS  1VEAR  CUSTOMRANGE
L Recommended Remediation Description
= Computer 1
A Logie it Yo BN Yoo 5} g et the non Tt been granted a tenant scaped,service peovdes severt sytems and Risk snd TherZaro Principal Trend
@rrusnvrestusLoca scamnon eyl [l
ipal has been granted explicit ownership of the service principal of app. s Tier Zero Attack Path Exposure 3 Tier Zero Principals 30

= Domain 1 Removing Tenant-scoped role assignment:
@i 4 R T et e s A it s s s = —
e o "Agp Adm a5
2 Searchfo o click on“Atue Active Drectory e, tht pcnl o
- GPO 1 20 new secrets to ol Service Principals

(@ DEFAULT DOMAIN POLICY@TESTLAB LOCAL

An attacker with administs . -
- Growp 7 passmond tocage o he Wido
e 8 St e e ® References
@ ADMINISTRATORS@TESTLAB LOCAL : decressed by 923 . ncressed by 2
BACKUP OPERATORS@TESTLAB.LOCAL TIMELINE o - MITRE ATT&CK
DOMAIN ADMINS@TESTLAB.LOCAL N - o
@ DOMAIN CONTROLLERSGTESTLAB LOCAL
@ ENTERPRISE ADMINS@TESTLAB LOCAL BT brage: T o How Attackers Abuse This Active Attack Paths
SCHEMA ADMINS@TESTLAB LOCAL § WINIOTESTLABLOCAL  AOMIISTRATOR@TESTLABLOCAL P Attack Path
@ SYSAOMINSETESTLAB LOCAL 3 Attock Path Impacted rincipas Change over 77 days Severty
REMEDIATION .
- User 2 « Restriet Tier 20 Microsoft Reference Add Sectet 10 Tier Zeto Service Principsl of Agp 9 5 on

° L] Documentation
zmm,nsmmm : Abentersta T 0 Group =) o

JADMINISTRATOR@TESTLAB.LOCAL

X|&H 2l Attack Path 24 —, Attack Pathl| =R ZE 2 ox SRS 9t 7t0|E A2 Fosh Y X7 NS
2 (BA P27 2A)
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Recommended Remediation

Remove groups which grant an excessive number of users execution and local admin rights to any system from the local admins, Remote Desktop Users, Distributed COM, and

Remote Management local groups on each system.
If Group Memberships are Controlled by Group
1. Determine which GPOs are applied to the machine and typing the following command:

C:\> gpresult /v /scope computer

2. Inspect each GPO in GPEdit to determine which policies are controlling local groups. The specific policy is located at:
Computer Configuration / Policies / Windows Settings / Security Settings / Restricted Groups

3. Right click on the local group, then click properties.

| Group Policy Management Editor

File Action View Help

e 2m X 7]
! Deny Tier 0 Logon to Tier 2 [CONTOSO-DC-01.CON Group Name ’ Members Member Of
~ @ Computer Configuration = ARemote Desktop Users CONTOSO\Domain Users
v 7] Policies Delete
Software Settings
v [ Windows Settings Properties
Name Resolution Policy e
elp

Seripts (Startup/Shutdown)
=0 Deployed Printers
Security Settings
3 Account Policies

v [l Local Policies
3 Audit Policy
J User Rights Assignment
3 Security Options
di Eventlog
7 Restricted Groups
4 System Services

4. UnderMembers of this Group, click the group, then click Remove. Repeat this for all groups containing large amounts of users.

File Action View Help

| 2@ X H

Trend Micro Inc.

& Justin Kohler B TESTLAB.LOCAL v

Large Default Groups in Local
Admins Group

Description

Group delegated privilege should be tightly controlled
to only grant remote command execution and local
administration privileges to authorized principals.

Technical Background

The Windows operating system grants remote
execution privilege to principals that belong to the
Local Administrators, Remote Desktop Users,
Distributed COM Users, and Remote Management
Users groups. Additionally, Windows grants remote
execution privilege to principals that belong to Active
Directory security groups that have been added to the
aforementioned local groups.

Three default groups within Active Directory (DOMAIN
USERS, AUTHENTICATED USERS, EVERYONE) should
arguably never be members of local groups on any
machine as this is against best practice for least
privilege. When an adversary discovers a system
where most or all domain authenticated users have
remote execution and/or admin rights, such systems
can provide the attacker with their first step in a
critical attack path leading to the compromise of the
entire enterprise.

References

* CWE-250: Execution with Unnecessary Privileges
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Proactively analyze on-prem and cloud data for key security vulnerabilities

ﬁ Azure AD risk events &% Office 365 external user actions E} AD account lockouts & Cloud-only Azure AD users created
0 During last 7 days 5 During last 7 days — 0 During last 24 hours 0 During last 7 days
v 5 From previous 7 days v 5 From previous 7 days No change from previous 24 hours No change from previous 7 days
. . ® - - ®
My Favorite Searches Audit Health Critical Activity
EVENTS EVENTS
Important changes for critical Azure AD directory rolesin .. 0 VIEW Q Possible Golden Ticket Kerberos exploits 8 VIEW
Azure AD role member changes in the past 7 days 0 VIEW Q ap irregular domain replication detected 8 VIEW
Cloud-only Azure AD users created in the past 180 days 10 VIEW NO ISSUES FOUND Q AD critical group membership changes 15 VIEW
Azure AD tenant level configuration changes in the last 1. 22 VIEW Everything is running smoothly. There are no issues that Q Azure AD critical directory role changes 1 VIEW
OneDrive for Business and SharePoint Online anonym... 160 VIEW require your attention at this time. { Azure AD tenant level configuration changes 4 VIEW
4 AD security changes 1,396 VIEW
{5} Edit Searches
Sign-ins -Last7days SELECTED SIGN-IN TYPES " ALL v/ Top Active Users - Last 24 hours SELECTED SERVICES (9 v/
5000
4000
sync_swapps2_933c93d
3000 on demand audit module |
2000 deviswdc4$
0 O— i O O iy 0 20 40 60 80 100 120 140 160
12 Jul 13 Jul 16 Jul 17 Jul 18 Jul
Failed {5 Edit Excluded Users 1

o
o
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Unusual increase in tenant sign-in failures in the past 60 days for TitanCorp
An unusual increase in sign-in failures could suggest a user or configuration issue or possibly a password-guessing attack.

A Anomalies ‘ Total Baseline

14

Thu Sep 2, 2021, 12:00 AM
Anomaly Events: 11
B Baseline Deviation: 450%
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Q@ EXECUTIVE SUMMARY - AD EI__E_EE ?_I'c',l'_l. Hl_g_ = 1*'{}% $730K

3

The Total Economic Impact™

Of Quest Recovery Manager For
Active Directory Disaster Recovery
Edition

Avoided Costs, Losses, And Excess Labor By

Recovering Faster With Quest Recovery Manager For
Active Directory Disaster Recovery Edition

FEBRUARY 2023

$470.3K

Recovery From

I Cast of ane hour of downtime during

ransomware anack Interviews $730,000 $730,000 $730.000
Hours to recover Active Directory without
Az o NAD DRE o Interviews 30 30 a0

“There are other backup tools out o
there, but they don’t do the automation e e — -

Directory due to Quest RMAD DRE

or orchestration. They don’t give my o SRRSO e s
Business value protected due to Quest

business the same level of guarantee. - smesamo  swamw  swiow
In the end' RMAD DRE is best-of- a7 Eﬁiai'ﬁ?m%:?ﬁﬁ;’me Ponamon 1.5% 1.5% 1.5%

Business losses during Active Directory
cowery

Dwactory each year

b reEd " ” A EE:%}";EEEE;gﬁw o ABTAT $279,225 $289,080 §2095,650
Risk adjustment 15%

— Vicle president of enterprise services, managed service v e . . —

provider i e

Three-year total: $820,757 Threa year present value: $679,132
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On prem ises Active Azure AD Connect
Directory Server
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Your A,

Arure

AD E” Ol E‘I O|-|)-\|-7|' 03652 g!-[H @) waibox

Q Application role assignments

Q Office 365 groups & Teams membership

O365ArN| H|O|H &=

0 Azure AD Roles membership

0 Conditional Access Policies rules

O Custom properties for cloud applications

Q Multi-factor authentication & password reset configuration |

O SharePoint permissions

AD AtM| DR & HIO|H &4 > MH[A SHo = Qo H{=L|A H&5d
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1. Forest Level2| Project &2

C\Users\administrator.RMAD\Documents\Forest Recovery Projects\1.frproj* - Forest Recovery Console [= | O [
File View Action Tools Help

-
i A A Ol
_ , ForestOf| CHSH =7 Project & &
Verify Settings ¥ | Start Recovery * Continue Recovery ® Abort Y- Backup Criteria.. £ Configure Alerts.. 1) Configure Pauses.. & Configure Schedule...

: 20f2 2 At =7 X Of V Id . A SH
. /1=t Validation =&

Computer v Type Recovery Method Status Domain FSMO Role Site g

® childdc1.second.rmad.local  GC Bare Metal Active Directory Recovery |43 MMM Completed s..  second.rmad.local Default-First-Site-Name

# dcl.rmad.local GC Bare Metal Active Directory Recoverf i I (o mplcted 5. rmad.local Default-First-Site-Name

® pc2.rmadiocal GC Install Active Directory From Media Y I Corpleted s..  rmad.local

it-First-Site-Name

* dct.rmadlocal

m Progress m J1 Pause Next Operation " Resume Operation M Retry All Operations !

T Retry Last Operation » Skip and Continue ¥ Abort

& PREPARE TO START @ Copy to clipboa Save to file

@ Validate parameters
& Read computer network settings from backup
@ Ensure that Quest Recovery Media is available

@ Ensure that Forest Recovery Agent is installed and running

9 Get information about computer
@ VERIFY RECOVERY PROJECT SETTINGS

& Run pre-recovery checks 11/8/2018 3:39:30 PM
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Restore Restore Restore
Create WinREDC 1 Create WinRE DC 2 Create WinRE DC 3 l I l l l l D D D

Manual Recovery
R ! i ! v _!
to Bare Metal ! Restore from ! [ Conﬁgure Y
* ! backup i i AD Y
S 1 e 1 L
T = i
i Verify I
| ADreplication |
Quest Recovery to Bare Metal = -
ﬁ e
i Configure i ; Verlfy i | Waitfor recovery i
| QuestRMADDRE |! configuration |i  tocomplete f
[ _ 1__________' R B L e e
. ,' . - i
- " o e Keyboard Wait o
Recovery Process Time Time = Total
II- Quest Recovery to Clean 0S Manual Recoveryto Bare Metal
uest Recovery to Bare Metal
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WSBBMR 8¢

RMAD 4 (AD,
Registry)

WSBBMR 4

RMAD <4 (AD,
Registry)

WSBBMR 2 ¢

RMAD %2 (AD,
Registry)
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BMR 5+
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ZH H A Ho[HZ AD 57

ChildDC1
192.168.0.25

[l second.rmad.local

agll (N

DC1
192.168.0.23

Glob

DC2
192.168.0.24

rmad_local

@ 215 S0= 2= Dol Ip=
O] Al A" SLSHA AHs
L= 15y
Trust S

Remaove global catalog (if you did not specify to keep the existing global catalog)
Raise RID pool

Invalidate RID pool

Seize FSMO roles

Clean up metadata of removed domain controllers

Reset the Krbtgt password

Reset password for users in privileged groups

Reset computer account passwords

Enable custom password filters

Restart domain controller in normal mode

Reset trust passwords
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Restore Active Directory from backup method

Install Active Directory method

Reinstall Active Directory method

Uninstall Active Directory method

Restore SYSVOL

Restore Active Directory on Clean O3S method
Bare Metal Active Directory Recovery method
Do not recover method

Do nothing method

Adjust to Active Directory changes method

@ PREPARE TO START

& Get information about computer from backup
@ Ensure that Quest Recovery Media is available
@ Wait for target machine booted from Quest Recovery Media

() PREPARE FOR RESTORE FROM BACKUP
& Run pre-recovery checks
PERFORM RESTORE FROM BACKUP

Restore disks from a Windows Server Backup
Configure Forest Recovery Agent on restored machine
Restart domain controller in DSRM mode

Disable Windows Update

Enable domain controller isolation

Bring all disks online

Copy the backup file to domain controller

Restore data from backup

Restart domain controller in normal mode

Disable custom filters for passwords

Reset computer account passwords
CONFIGURE DOMAIN CONTROLLER

Get information about computer

Select preferred DNS server

Remove global catalog if necessary

Raise RID pool

Invalidate RID pool

Seize FSMO roles

Clean up metadata of removed domain controllers
Reset the Krbtgt password

SIS A TP g NI T TR R P PR P PTG 7550 Jas g PG ) 0N T

3/5/2019 3:55:26 PM
3/5/2019 3:55:26 PM
3/5/2019 3:55:29 PM
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Quest  OnDemand O Ayt Opersiond (B nsrdrappquetcom N @)

vt @ s © O Office 365 licenses

Dashboard O A = 0 Mailbox ‘
° ° ° O Application role assignments ‘
AN Tenants Selected
PeOWHIALS 336 10,057 126 4,925 94 so8 .
O\Oﬂice 365 groups & Teams membership ‘
e Needs your attention! Migration Recovery g A , , N
Groug araprrmert : Q\Muln-fau:tor authentication & password reset configuration ‘
Keree Managemere
(e 4 - " -
Access Cortrs ;
ALL SYSTEMS OPERATIONAL ALL CONSENTS GRANTED O\Azure AD RDIES mEITIberShlp ‘
 Services. P %
Hep - O Conditional Access Policies rules ‘
N Retosse Notes " - \
O setmrgs O\Custom properties for cloud applications ‘
— Q SharePoint permissions ‘
Group Management License Management Audit ~
s B B . T 2t [|0|E| 27 x| "
g — — —
W o7ee W seorey W O ' ) _— N, . )
ﬂ I ﬂ i E | ; = : ¥ :
wl ol o Gl G W WE [~ 2 -

LAUNCH GROUP MANAGIMINT VIEW LICENSES LAUNGH ALY

ISO/IEC 270 19
CODE OF PRACTICE

ISO/IEC 27001:2013 ISO/IEC 27017:2015
MANAGEMENT SYSTEM CODE OF PRACTICE

PECB MS PECB MS

CERTIFIED ATTESTED

CB MS

ATTESTED

v/

oy 4
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