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HOF HEI X _ g5 Content Update

Administrator v 5 Messages v Settings ¥ Activity v Help » Q Find

Security Posture » Incident Review Investigations Security Intelligence v Security Domains v Cloud Security » Audit v Search v Configure v Enterprise Security

Use Case Library

Explore the Analytic Stories included with Enterprise Security that provide analysis guidance on how to investigate and take actions on threats that ES detects.

Jse Cases ‘ Framework Mapping: All v ‘ ‘ Data Model: All v ‘ ‘ App: All v ‘ ‘ In Use: All v ‘ ‘ Bookmarked: All v ‘ ‘ filter... Q ‘
167 Analytic Stories found in categories: Cloud Security, Best Practices, Malware, Adversary Tactics, Vulnerability, Abuse
Abuse
i In use Analytic Story * Use Case * Description App ¢ Last Updated # Bookmark =
> Q AWS Cross Account Cloud Security Track when a user assumes an IAM role in another AWS account to obtain cross-account access to Splunk Security Jun 4, 2018 i
Activity services and resources in that account. Accessing new roles could be an indication of malicious Essentials =
activity.
> Q AWS Cryptomining Cloud Security Monitor your AWS EC2 instances for activities related to cryptojacking/cryptomining. New instances Splunk Security Mar 8, 2018 )
that originate from previously unseen regions, users who launch abnormally high numbers of Essentials
instances, or EC2 instances started by previously unseen users are just a few examples of
Adversary Tactics potentially malicious behavior.
> (%) AWS Defense Evasion Cloud Security Identify activity and techniques associated with the Evasion of Defenses within AWS, such as Splunk Security Jul 15, 2022 G
Disabling CloudTrail, Deleting CloudTrail and many others. Essentials —
> Q AWS |AM Privilege Cloud Security This analytic story contains detections that query your AWS Cloudtrail for activities related to Splunk Security Mar 8, 2021 YT
Escalation privilege escalation. Essentials e
> (%) AWS Identity and Access Cloud Security Identify activity and techniques associated with accessing credential files from AWS resources, Splunk Security Aug 19, 2022
Management Account monitor unusual authentication related activities to the AWS Console and other services such as Essentials
Best Practices Takeover RDS.
(%) AWS Network ACL Cloud Security Monitor your AWS network infrastructure for bad configurations and malicious activity. Investigative Splunk Security May 21, 2018 Y

Activity searches help you probe deeper, when the facts warrant it. Essentials

AWS Security Hub Alerts Cloud Security This story is focused around detecting Security Hub alerts generated from AWS Splunk Security Aug 4, 2020 iy
Essentials )

v v
o
@) (
\ [~

> (%) AWS Suspicious Cloud Security Monitor your AWS provisioning activities for behaviors originating from unfamiliar or unusual Splunk Security Mar 16, 2018 \
Provisioning Activities locations. These behaviors may indicate that malicious activities are occurring somewhere within Essentials
Cloud Security your network.
> (%) AWS User Monitoring Cloud Security Detect and investigate dormant user accounts for your AWS environment that have become active Splunk Security Mar 12, 2018
again. Because inactive and ad-hoc accounts are common attack targets, it's critical to enable Essentials

governance within your environment.

®

Access Protection Best Practices Monitoring account activity and securing authentication are critical to enterprise security. This use Sep 13, 2018
case includes searches that detect suspicious account activity and alert vou to the use of cleartext i

21 | ©2023 Trend Micro Inc
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Figure 1: Magic Quadrant for Security Information and Event Management
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ESCU (Enterprise Security Content Update)
* Splunk ES 2= Ol E(EScu) Y= A I 7| & &
« ESCUc HOF AEXIFX|EHO = A|ZHo| RIHSh =,

ZH = %HIOIE% A& (S 2 22)

HorZHEE S
H}
o

splunk Apps ¥ Administrator ¥ (5) Messages ¥ Settings ¥ Activity*  Helpv | Q Find
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splunk Apps ¥ Administrator ~ 5 Mes: Settings +  Activity> Help»  Q Find

Content Library Feedback Center Search Docs ES Content Updates Security Posture v Incident Review Investigations Security Intelligence v Security Domains » Cloud Security » Auditw Searchv Configure v Enterprise Security

Content Library Edt  Exportv . Use Case Library

Explore the Analytic Stories included with Enterprise Security that provide analysis guidance on how to investigate and take actions on threats that ES detects.

e Lib

Use Cases ‘ Framework Mapping: All = ‘ ‘ Data Model: All - ‘ ‘ App: All - | ‘ In Use: All - ‘ | Bookmarked: All - ‘ | filte: Q

Total Analytic Stories Total Detections ESCU App Version
172 Analytic Stories found in categories: Cloud Security, Best Practices, Malware, Adversary Tactics, Vulnerability, Abuse, Data Destruction, Account Compramise, Privilege Escalation

Abuse
i Inuse  Analytic Story * Use Case ¢ Description App ¢ Last Updated ¢  Bookmark &
> ] AWS Cross Account Cloud Security Track when a user assumes an IAM role in another AWS account to obtain cross- ES Content Jun 4,2018
’ g@’ Activity account access to services and resources in that account. Accessing new roles Updates
could be an indication of malicious activity.
Story Categories Analytic Stories by MITRE Technique ID v ] AWS Cryptomining Cloud Security Monitor your AWS EC2 instances for activities related to ES Content Mar 8, 2018
cryptojacking/eryptomining. New instances that originate from previously unseen Updates
P regions, users who launch abnormally high numbers of instances, or EC2 instances
Adversary Tactics i
Account Compromise. started by previously unseen users are just a few examples of potentially malicious
30 behavior.
Adversary Tactics "
£
Best Practices. 5
%20
RIS g Detection Searches Recommended Data Sourcetypes Data Models Lookups
Data Destruction z
£ Sources B aws:cloudtrail No items found. ]
Malware 10 » @ESCU - Abnormally High AWS Instances Launched by User - Rule - Amazon Web Services - previously_seen_aws_regien
Privilege Escalation edit Cloudtrail scsv

Vulnerability.

. ESCU - Abnormally High AWS Instances Launched by User - MLTK -
- - Best Practices 2 Flalls, ¥
@ MITRE Technique ID Rule - edit

» @ ESCU - EC2 Instance Started In Previously Unseen Region - Rule -
Analytic Story Geli
* @ESCU - EC2 Instance Started With Previously Unseen AMI - Rule -
Al edit
« @ESCU - EC2 Instance Started With Previously Unseen Instance Type
-Rule - edit
« @ESCU - EC2 Instance Started With Previously Unseen User - Rule -
Clear Al o
Cloud Security !
Analytic Story Details
MITRE Last Framework Mapping
Technique D Updated
Analytic Story ¢ Description # Detections ¢ $ : FXTYRG e (LN s Cryptomining

https://github.com/splunk/security-content. 0 TREND?
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STRT (Splunk Threat Research Team)

+ 20 U SIS W2 BIR ZN (S

* MITRE =223, Lockheed Martin Kill Chain &

- ES Correlation Rules / Splunk SOAR Playbook Xﬂ%

Security Content Detections Analytic Stories Playbooks Blog About

Splunk Security Content

Get the latest FREE Enterprise Security Content Update (ESCU) App with 1170
analytics. ;¥ See what is new!

Detections Analytic Stories Playbooks

See all 1170 Splunk Analytics built to See all 151 use cases, [ of detections See all 32 sets of steps ¥ to
find evil ¥J. built to address a threat. automatically respond to a threat.

https://research.splunk.com/
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Splunk) Products v Solutions v Why Splunk? v Resources v swpot v Q. @ 2

SURGe Rapid Response Guides ~ Conversations with Experts Do More with Splunk ~ About Us

SURGE€

by Splunk

Your trusted advisor for timely security research and guidance

Sign Up for SURGe Alerts

An Empirically
Comparative Analysis of
Ransomware Binaries

The Splunk SURGe team tested the
10 most popular ransomware
variants so you don't have to

Download A Copy >

https://splunk.com/surge



U8 Security Content Detections Analytic Stories Playbooks Blog About Q

Log4j Respond

Description
.. Associated Detections
Description

How To Implement

Published in response to CVE-2021-44228, this playbook is meant to be launched after log4j_investigate. In this playbook, the risk from exploited hosts can be mitigated

Explore Playbook
by optionally deleting malicious files from the hosts, blocking outbound network connections from the hosts, and/or shutting down the hosts

Required field
« Type: Response Reference
¢ Product: Splunk SOAR
* Apps:
» Last Updated: 2021-12-14
« Author: Philip Royer, Splunk

« ID: €609d729-4076-421a-b8f7-9e545d000381

Associated Detections

» Curl Download and Bash Execution

+ Wget Download and Bash Execution

¢ Linux Java Spawning Shell

Java Class File download by Java User Agent

QOutbound Network Connection from Java Using Default Ports

Log4Shell JNDI Payload Injection Attempt




How To Implement

To use this playbook, create a custom list called "log4j_hosts_and_files" with a format in which the first column should be an IP or hosthame of a potentially affected log4j
host, the second should be the operating system family (either unix or windows), and the third should be a full path to a file to delete if there are any. The first two are
mandatory and the file is optional. In the block called "enumerate_files_to_delete", change the custom list name from "log4j_hosts_and_files" if needed. If ssh and/or
winrm are not the preferred endpoint management methods, these playbooks could be ported to use Google's GRR, osquery, CrowdStrike's RTR, Carbon Black's EDR AP,
or similar tools. The artifact scope "all" is used throughout this playbook because the artifact list can be added to as the playbook progresses.

Explore Playbook

B start
- Splunk SOAR Playbook Explorer

Beta

Name
)4 log4j_respond
UTILITY Description
DD e Published in response to CVE-2021
delete
- 44228, this playbook is meant to be

launched by log4j_investigate. In this UTILITY

enumerate_files_to_del
ete

playbook, the risk from an exploited host
can be mitigated by optionally deleting
malicious files from the hosts, blocking
-
outbound network connections from the
UTILITY
craata fla artifacts hosts, and/or shutting down the hosts

b Notes
* To use this playbook, create a custom
i 1 ] C UTILITY
list called "log4j_hosts_and_files" with a

format like: hostname1 | unix | create_file_artifacts

/full/path/to/delete/on/hostname_1
1.1.1.1 | windows [;

C:A\\Full\Path\To\Delete\On\1_1_1_1 * In
other words, the first column should be an
IP or hostname of a potentially affected
log4j host, the second should be the Y
operating system family (either unix or
Ltimix ) windows), and the third should be a full
- - path to a file to delete if there are any. The
PLAYBOOK PLAYBOOK first two are mandatory and the file is

= internal_host_ssh_logdj ] internal_host_winrm_log optional. * In the block called m
_respond 4j_respond ’ ) ) . { l

— — enumerate_files_to_delete’, change the
custom list name from
log4j_hosts_and_files" if needed * If ssh
and/or winrm are not the preferred

endpoint management methods, these

*l. PLAYBOOK *l. PLAYBOOK

playbook_internal_host playbook_internal_host
_ssh_log4j_respond_2 _winrm_log4j_respond_2

- playbooks could be ported to use

P End Google's GRR, osquery, CrowdStrike's RTR I I

Unconfigured

Carbon Black's EDR API, or similar tools. *
The artifact scope "all" is used throughout
this playbook because the artifact list can
be added to as the playbook progresses

ReqUirEd field Playbook Type
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Workbench Alerts Observed Attack Techniques Audit Logs Inputs Configuration Search

Workbench Alerts

Period View graph

600
400
M Critical
M High
200 [l Medium
M Low
17
Critical High Medium Low
Model severity
°
Status Score +  Workbench D ¢ Model ¢ Model severity * Created Details ¢ Link ¢ . * - =higgo
1 New 47 WB-2-20230810-00013 Suspicious Web Access After Suspicious Email 2023-08-10762:09:18Z - Open Trend Micro Vision One Console
2 New 87  WB-2-20230810-00014 Possible APT Attack 2023-08-10T02:09:17Z - Open Trend Micro Vision One Console
3 New 64 WB-2-20230810-00012 UAC Bypass - Windows Telemetry 2023-08-10T02:03:18Z - Open Trend Micro Vision One Console
4 New 64  WB-2-20230810-00011 Privilege Escalation via UAC Bypass 2023-08-10T02:03:18Z g Open Trend Micro Vision One Console
5 New 24 WB-2-20230810-00010 Suspicious Script Execution via LNK File with Double Extensions 2023-08-10T02:02:54Z - Open Trend Micro Vision One Console




Workbench Alerts Observed Attack Techniques Audit Logs Inputs Configuration Search TR EE [o)

Observed Attack Techniques - - -

Period View graph

6
4
M Critical
M High
Il Medium
2 M Low
M Info
Critical
Level
L]
Jh 4m ago
Generated Detection + Risk level ¥ EventID & Endpoint ¥ Techniques = . -
1 2023-08-17T11:36:51Z test filter 0215141c-bbfc-5698-b7cd-3c72fb16c52f fe80::b8a8:ec@:9ed3: feda

169.254.44.176
fe80::7366:91a4:3ab: 8532
169.254.0.2
fe80::6408:c3fc:5d8c:dad6
10.64.18.189
fe80::6e90:c31a:b2f7:11b6
169.254,113.196

221

127.0.0.1




Workbench Alerts Observed Attack Techniques Audit Logs Inputs Configuration Search 0 IBEEE_
Audit Logs e .
Period
Last 30 days -
Logged + Account ¥ Role ¥ Source ¥ Category + Activity = Result ¥ Details +
1  2023-08-10708:44:51Z XDR DEMO Master Administrator Console Logon and Logoff Log on {"IP address": "18.162.171.88"}
2 2023-08-10708:25:552 joya liu Master Administrator Console Logon and Logoff Log on {"IP address": "18.162.103.160"}
3 2023-08-10T08:01:35Z XDR DEMO Master Administrator Console Logon and Logoff Log on {"IP address": "18.162.171.88"}
4 2023-08-10T07:38:352 XDR DEMO Master Administrator Console Logon and Logoff Log on {"IP address": "18.162.171.88"}
5  2023-08-10T07:13:30Z XDR DEMO Master Administrator Console Logon and Logoff Log on {"IP address": "18.162.220.99"}
6  2023-08-10T06:55:37Z XDR DEMO Master Administrator Console API Keys Add API Key {"Name": "test jd", "RoleName": "Master Administrator"}
7  2023-08-10T06:51:02Z API key SIEM API Observed Attack Techniques Register to data pipeline {"riskLevels": ["high", "critical"], "hasDetail": true, "Description": "Trend Vision One for
Splunk (XDR)"}
8  2023-08-10T06:27:53Z XDR DEMO Master Administrator Console Logon and Logoff Log on {"IP address": "18.162.171.88"}
9  2023-08-10T06:12:15Z XDR DEMO Master Administrator Console Logon and Logoff Log on {"IP address": "18.162.220.99"}
10 2023-08-10T@5:34:18Z XDR DEMO Master Administrator Console Logon and Logoff Log on {"IP address": "18.162.171.88"}
11 2023-08-1070@5:26:56Z XDR DEMO Master Administrator Console Logon and Logoff Log on {"IP address": "18.162.220.99"}
12 2023-08-10T7@5:15:22Z FED Luwak Master Administrator Console Logon and Logoff Log on {"IP address": "61.216.248.199"}
13 2023-08-10T04:36:22Z XDR DEMO Master Administrator Console Logon and Logoff Log on {"IP address": "142.126.80.105"}
14 2023-08-10T04:26:06Z XDR DEMO Master Administrator Console Logon and Logoff Log on {"IP address": "18.162.103.100"}
15  2023-08-10T@3:33:17Z XDR DEMO Master Administrator Console Logon and Logoff Log on {"IP address": "142.126.80.105"}
16 2023-08-10T703:27:20Z XDR DEMO Master Administrator Console Logon and Logoff Log on {"IP address": "18.162.103.100"}
17  2023-08-10T@3:23:18Z joya liu Master Administrator Console Logon and Logoff Log on {"IP address": "18.162.220.99"}
18 2023-08-10T@3:16:17Z XDR DEMO Master Administrator Console Logon and Logoff Log on {"IP address": "18.162.220.99"}

19  2023-08-10T@3:05:50Z XDR DEMO Master Administrator Console Logon and Logoff Log on {"IP address": "18.162.220.99"}
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¥ Apps

Trend Micro Vision One for Splunk SOAR Publisher: Trend Micro  Versien: 2.1.0  Documentation CONFIGURE NEW ASSET ASSOCIATED PLAYBOOKS @ o i

Trend Micro Vision One is a purpose-built threat defense platform that provides added value and new benefits beyond XDR solutions, allowing you to see more and respond faster. Providing deep and broad extended detection and
response (XDR) capabilities that collect and automatically correlate data across multiple security layers—email, endpoints, servers, cloud workloads, and networks—Trend Micro Vision One prevents the majority of attacks with
automated protection

¥ 34 supported actions

* get exception list - Retrieves information about domains, file SHA-1, file SHA-256, IP addresses, sender addresses, or URLs in the Exception List and displays it in a paginated list
» get suspicious list - Retrieves information about domains, file SHA-1, file SHA-256, IP addresses, email addresses, or URLs in the Suspicious Object List and displays the information in a paginated list
+ sandbox investigation package - Downloads the Investigation Package of the specified object

* sandbox analysis result - Displays the analysis results of the specified object

* sandbox suspicious list - Downloads the suspicious object list associated to the specified object

» force password reset - Signs the user out of all active application and browser sessions, and forces the user to create a new password during the next sign-in attempt
* sign out account - Signs the user out of all active application and browser sessions

* restore email message - Restore quarantined email messages

+ disable account - Signs the user out of all active application and browser sessions, and prevents the user from signing in any new session
» enable account - Allows the user to sign in to new application and browser sessions

* urls to sandbox - Submits URLs to the sandbox for analysis

* get alert details - Displays information about the specified alert

* update status - Updates the status of an existing workbench alert

* add note - Adds a note to an existing workbench alert

* start analysis - Submit file to sandbox for analysis

» forensic file info - Get the download information for collected forensic file

* collect forensic file - Collect forensic file

» download analysis report - Get the analysis report of a file based on report id

* check analysis status - Get the status of file analysis based on task id

* delete from suspicious - Delete the suspicious object from suspicious list

* add to suspicious - Add suspicious object to suspicious list

* delete from exception - Delete object from exception list

* add to exception - Add object to exception list

* terminate process - Terminate the process running on the endpoint

* delete email message - Delete the email message

» quarantine email message - Quarantine the email message

* remove from blocklist - Removes an item from the Suspicious Objects list

* add to blocklist - Adds an item to the Suspicious Objects list in Vision One

» status check - Checks the status of a task

* on poll - Callback action for the on_poll ingest functionality

* unguarantine device - Unguarantine the endpoint

* quarantine device - Quarantine the endpoint

+ get endpoint info - Gather information about an endpoint

* test connectivity - Validate the asset configuration for connectivity using supplied configuration






Google Cloud

Storage

Security

Management

Compute

Networks
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Monitor, investigate and
detect vulnerabilities &
misconfigurations across
cloud environments

Visualize and analyze
multi-cloud threat surfaces
and vulnerabilities

Establish & enhance tools
for cloud auditing across
multiple cloud providers

Splunk > turn data into doing



Centralize Data and Findings From All Providers

CLOUD SERVICE PROVIDER Q CLOUD MANAGEMENT PLATFORM

Cloud Security Posture

Management (CSPM) SENESORR v
. Investigate findings . Splunk Enterprise
AWS Security Hub e el el TR and/or take response @ Security™
Platform (CWPP) and remediation actions
Google Cloud Security Cloud Access Security Broker Splunk User Behavior
Command Center (CASB) Analytics™
Other -CSP-pro-wded Other Cloud Management splun k S SOAR
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Cloud Data Flow

Data Collection

Cloud Event Data

Splunk Cloud TAs
(Splunkbase)

|

Data Normalization

Splunk CIM Data Models
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webservices
Vi A Azure

‘ ©) Google Cloud

Events ingested
into Splunk

Bl Splunk Add-on for
Amazon Web Services
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& Microsoft Azure Add on
for Splunk
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Maps fields to CIM

Splunk Common Information Model

Investigate, Monitor,
Analyze, Act

103

Search using the
data models

Alerts
Authentication
Certificates

Change

Data Access
Databases

Data Loss Prevention
Email

Endpoint

Event Signatures
Interprocess Messaging
Intrusion Detection

Inventory

Java Virtual Machines (JVM)
Malware

Network Resolution (DNS)
Network Sessions

Pre-packaged security content
(searches, detection models, reports,

Ok T dashboards, automation playbooks, and
Performance

Ticket Management more.)

Updates
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Cloud-based techniques for Azure AD, Office 365, Google Workspace, Saa$, 1aaS (v9)

MITRE Cloud Matrix

Persistence
5 techniques

Execution
1 techniques

Initial Access
5 techniques

Privilege Escalation

Defense Evasion

2 techniques 6 techniques

5 techniques

Credential Access

Discovery
10 techniques

Collection
4 techniques

Lateral Movement
2 techniques

Exfiltration
1 techniques

Impact
6 techniques

Drive-by
Compromise

Account

nUserExecutron.;u,
Manipulation (3)

Domain Policy
Madification (1)

Domain Policy

Brute Force gq)
Madification

Exploit Public-Facing

Create Account {1
Application

Valid Accounts (z

Implant Internal Image

[} Phishing (1)
Office Application

Trusted Relationship Startup (g)

1Y Valid Accounts (g) Valid Accounts (3
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Forge Web

Impair Defenses (3 Credentials (3

Meadify Cloud Compute
Infrastructure 4

Steal Application
Access Token

Unused/Unsupported Cloud Steal Web Session

Regions Cookie
Use Alternate Unsecured
Authentication Credentials (3
Material (7

Valid Accounts (3

Account
Discovery 2

Cloud Infrastructure
Discovery

Cloud Service
Dashboard

Cloud Service
Discovery

MNetwork Service
Scanning

Permission Groups
Discovery (1)

Software
Discovery (1)

System Information
Discovery

Systemn Location
Discovery

System Network
Connections
Discovery

Last modified: 29 April 2021

Source: https://attack.mitre.org/matrices/enterprise/cloud/

Data from Cloud
Storage Object

Internal Spearphishing

Use Alternate

Authentication
Material ()

Data from
Information
Repositories z

Data Staged (1)

Ermnail Collection

(2}

Transfer Data to
Cloud Account

Data Destruction

Data Encrypted for
Impact

Defacement 1)

Endpoint Denial of
Service (3

Network Denial of
Service (g

Resource Hijacking

¢’ TREND



https://attack.mitre.org/matrices/enterprise/cloud/

Cloud-based techniques for Azure AD, Office 365, Google Workspace, Saa$, 1aaS (v9)

MITRE Cloud Matrix: Change Example

Initial Access
5 techniques

Persistence
5 techniques

Execution
1 techniques

Privilege Escalation

2 techniques

Defense Evasion
6 techniques

Credential Access
5 techniques

Discovery
10 techniques

Collection
4 techniques

Lateral Movement
2 techniques

Exfiltration
1 techniques

Impact
6 techniques

Drive-by
Compromise

Account

nUserExecutron.;u,
Manipulation (3)

Domain Policy
Madification (1)

Domain Policy
Madification

Exploit Public-Facing

Create Account {1
Application

Implant Internal Image

[} Phishing (1)
Office Application

Trusted Relationship Startup (g)

[} Valid Accounts (2

Valid Accounts (3

Valid Accounts (z

Impair Defenses (3

Brute Force gq)

Forge Web
Credentials (3

Meadify Cloud Compute
Infrastructure 4

Steal Application
Access Token

Unused/Unsupported Cloud
Regions

Steal Web Session
Cookie

Use Alternate
Authentication
Material (7

Unsecured
Credentials (3

Valid Accounts (3

Account
Discovery 2

Cloud Infrastructure
Discovery

Cloud Service
Dashboard

Cloud Service
Discovery

MNetwork Service
Scanning

Permission Groups
Discovery (1)

Software
Discovery (1)

System Information
Discovery

Systemn Location
Discovery

System Network
Connections
Discovery

Last modified: 29 April 2021

Source: https://attack.mitre.org/matrices/enterprise/cloud/
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https://attack.mitre.org/matrices/enterprise/cloud/

Detection Logic

Threat-Based Monitoring Plan: Change

INFRA COMPONENT THREAT SERVICE (VENDOR) DETECTION LOGIC
o o EC2 (AWS) Summarize a count per API (create/activate/run/attach)
Provisioning activity from unusual by source IP address.
regions
Virtual Machines (Azure)
. . Examples:
(MITRE Cloud ATT&CK Matrix: De.fense Evasion: e SSE/ESCU: Cloud Provisioning from Previously
Unsupported/Unused Cloud Regions) . . .
Compute Engine (GCP) Unseen Country / City / Region
CRUD ACTIVITIES
) EC2 (AWS) Summarize a count per API (create/activate/run/attach)
Abnormally high number of by user.
instances launched by user
Virtual Machines (Azure)
Examples:
(MITRE Cloud ATT&CK Matrix: Impact: Resource e ESCU: Detect Spike in API Activity
impact Compute Engine (GCP) e UBA: Multiple Cloud Operations

SSE: Splunk Security Essentials App
ESCU: Splunk Enterprise Security Content Update d
UBA: Splunk User and Entity Behavior Analytics ana so on ...

¢ TREND?¢
o
=
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Splunk Multi-Cloud Monitoring Example: Change

Monitor Create, Read, Update and Delete activities across environments
ACCOUNT

Amazon
EC2

DEST

amazon
webservices

IMAGE_ID

INSTANCE_ID

Azure Virtual INSTANCE_TYPE

Machine
— = _n CHANGE OBJECT_ATTRS
Google Cpmpute STATUS
Engine
e USER_AGENT
D) GoogleCloud Y_ _ _= -1 - USER_TYPE
m |
(J N VENDOR_ACCOUNT

VENDOR_PRODUCT
VENDOR_REGION

https://docs.splunk.com/Documentation/CIM/latest/User/Change
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Cloud-based techniques for Azure AD, Office 365, Google Workspace, Saa$, 1aaS (v9)

MITRE Cloud Matrix: Network (DNS) Example

Initial Access
5 techniques

Execution
1 techniques

Persistence
5 techniques

Privilege Escalation
2 techniques

Defense Evasion
6 techniques

Credential Access
5 techniques

Discovery
10 techniques

Lateral Movement
2 techniques

Collection
4 techniques

Exfiltration
1 techniques

Impact
6 techniques

Drive-by

nUserExecutrorl.;u,
Compromise

Account
Manipulation (3)

Domain Policy

Domain Policy
Madification (1)

Madification 1)

Brute Force gq)

Exploit Public-Facing

Create Account {1
Application

Valid Accounts (z Impair Defenses 3

Forge Web
Credentials (3

‘ Account
Discovery 2

Internal Spearphishing Data from Cloud

Cloud Infrastructure

Implant Internal Image
[} Phishing (1)

Office Application

Trusted Relationship Startup (g)

1Y Valid Accounts (g) Valid Accounts (3

46 | ©2023 Trend Micro Inc.

Meadify Cloud Compute
Infrastructure 4

Steal Application
Access Token

Unused/Unsupported Cloud
Regions

Steal Web Session
Cookie

Discovery

Cloud Service
Dashboard

Cloud Service

Use Alternate
Authentication
Material (7

Unsecured
Credentials (3

Discovery

MNetwork Service

Valid Accounts (3

Scanning

Permission Groups
Discovery (1)

Software

Transfer Data to

Data Destruction
Cloud Account

Storage Object
Use Alternate
Authentication Data from
Material () Information

Repositories z

Data Staged (1)

Ernail Collection (2

Discovery (1)

System Information
Discovery

Systemn Location
Discovery

System Network
Connections
Discovery

Last modified: 29 April 2021

Source: https://attack.mitre.org/matrices/enterprise/cloud/

Data Encrypted for
Impact

1) Defacement )

Endpoint Denial of

d Service (3

M Network Denial of
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esource Hijacking
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Detection Logic

Threat-Based Monitoring Plan: Network (DNS)

INFRA COMPONENT THREAT SERVICE (VENDOR) DETECTION LOGIC

Query to suspicious (rare domains, Route 53 (AWS)

young domains, non-existent Collect DNS query and response data from endpoints
domains, high entropy, etc.) / DNS (Azure) (instances, VMs) and correlate resulting IP with threat
known-bad domains (CnC, bots, intel, entropy analysis (DGA), registration data, etc.

malware, cryptomining, etc.) Cloud DNS (GCP)

DNS
Route 53 (AWS)

Collect DNS query and response data from endpoints
Query spikes DNS (Azure) and provider DNS service to baseline domains queried
by client as well as time of day.

Cloud DNS (GCP)

and so on ...
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Splunk Multi-Cloud Monitoring Example: Network (DNS)

Centralize network data across all cloud providers

Amazon
Route 53

amazon

webservices
DEST_PORT

DURATION
MESSAGE_TYPE

NAME

DNS
- - -(D: NS: } NETWORK / DNS QUERY_TYPE
RECORD_TYPE
REPLY_CODE
Google SRC
D GoogleCloud). _ _ - fm
=

https://docs.splunk.com/Documentation/CIM/latest/User/NetworkResolutionDNS
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Cloud-based techniques for Azure AD, Office 365, Google Workspace, Saas, 1aaS (v9)

MITRE Cloud Matrix: Authentication Example

Initial Access
5 techniques

Execution
1 techniques

Persistence
5 techniques

Credential Access
5 techniques

Defense Evasion
6 techniques

Privilege Escalation
2 techniques

Discovery
10 techniques

Collection
4 techniques

Lateral Movement
2 techniques

Exfiltration
1 techniques

Impact
6 techniques

Drive-by
Compromise

Exploit Public-Facing
Application

oo |

Trusted Relationship

n‘«"alld Accounts (z)
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nUserExecutron.;u,

Account
Manipulation (3)

Create Account {1

Domain Policy
Madification (1)

Domain Policy

Brute Force gq)
Madification

Forge Web

Valid Accounts gz Credentials 2

Impair Defenses (3

Implant Internal Image

Office Application
Startup (g

Valid Accounts (3

Meadify Cloud Compute
Infrastructure 4

Steal Application
Access Token

Unused/Unsupported Cloud Steal Web Session
Regions Cookie
Use Alternate Unsecured
Authentication Credentials (3
Material (7

Valid Accounts (3

Last modified: 29 April 2021

Source: https://attack.mitre.org/matrices/enterprise/cloud/

Account
Discovery 2

Cloud Infrastructure
Discovery

Cloud Service
Dashboard

Cloud Service
Discovery

MNetwork Service
Scanning

Permission Groups
Discovery (1)

Software
Discovery (1)

System Information
Discovery

Systemn Location
Discovery

System Network
Connections
Discovery

Data from Cloud
Storage Object

Internal Spearphishing

Use Alternate

Authentication
Material ()

Data from
Information
Repositories z

Data Staged (1)

Ermnail Collection

(2}

Transfer Data to
Cloud Account

Data Destruction

Data Encrypted for
Impact

Defacement 1)

Endpoint Denial of
Service (3

Network Denial of
Service (g

Resource Hijacking
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Detection Logic

Threat-Based Monitoring Plan: Authentication

INFRA COMPONENT THREAT SERVICE (VENDOR) DETECTION LOGIC
CloudTrail (AWS) Detect when a user logs in from a new city, country or
region.
Console login from AD (Azure)
suspicious/unusual geolocation Examples:
® [ESCU: Detect Console Login by User from New
Cloud Audit (GCP) City, New Country, New Region

. Detect when userldentity.type="Root”, and
Sy cNTICATION Claalrml e additionalEventData.MFAUsed="no".

Audit user, role (Owner, *contributor, admin) and

AD (Azure) authentication details to determine if MFA request was
satisfied or denied.

Root/privileged user logins
without MFA/key enforcement

Audit resourcemanager.organizationAdmin role for

Cloud Audit (GCP) security keys (versus SMS or one-time passwords).

SSE: Splunk Security Essentials App
ESCU: Splunk Enterprise Security Content Update and SO Oon ...
UBA: Splunk User and Entity Behavior Analytics

¢’ TREND¢

50 | ©2023 Trend Micro Inc.




Splunk Multi-Cloud Monitoring Example: Auth

Highlight user behavior across cloud instances

Amazon
1AM

>

PP

amazon

{ AUTHENTICATION_METHOD
webservices

AUTHENTICATION_SERVICE

DEST

Azure Active
Directory

A Azure N-__ > Sp|unk>

SR

(@]

AUTHENTICATION

SRC_USER_ROLE

SRC_USER_TYPE

Google
1AM

D Google Cloud \_ _ _ ’

USER_AGENT

VENDOR_ACCOUNT

https://docs.splunk.com/Documentation/CIM/latest/User/Authentication

- o™
o
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Change,
Authentication &

Network Traffic Data

Model Support

V444

Bring data from AWS, GCP and
Azure into your existing detections
and investigative workflows with
pre-built content for
authentication, network traffic, and
configuration changes, as well as
other data, such as CSP native
alerts.

52 | ©2023 Trend Micro In

Security Posture

Apps ¥

Incident Review

Use Case Library

Explore the Analytic Stories included with Enterprise Security that provide analysis guidance on how to investigate and take actions on threats that ES detects.

Use Cases

Abuse

Adversary Tactics

Best Practices

Cloud Security

Compliance

Investigations Glass Tables

Security Intelligence v

Data Model: All

Use Case =

Cloud Security

Cloud Security

Cloud Security

Cloud Security

Cloud Security

Cloud Security

Cloud Security

Cloud Security

Cloud Security

Cloud Security

Cloud Security

Cloud Security

Cloud Security

Framework Mapping: All N
16 Analytic Stories found in category: Cloud Security

i In use Analytic Story *

> I} AWS Cross Acc
Activity

> ) AWS Cryptomining

> o AWS Network ACL
Activity

> Q AWS Suspicious
Provisioning Acti

> ) AWS User Monitoring

> Q Cloud Cryptomining

> 2] Container Implani
Monitoring and
Inve

> ) Kubernetes Scanning
Activity

> (2]

> Q Kubernetes Sensitive
Role Activity

> Q Suspicious AWS EC2
Activities

> ) Suspicious AWS Login
Activities

> 1) Suspicious AWS S3
Activities

> Q Suspicious AWS Traffic

Cloud Security

Administrator v+ Messages v

Security Domains v Audit v Search v Configure v

- App: All - In Use: Al - Bookmarked: All

Description

Track when a user assumes an IAM role in another AWS account to obtain cross-account access to services and resources in that
account. Accessing new roles could be an indication of malicious activity.

Monitor your AWS EC2 instances for activities related to cryptojacking/cryptomining. New instances that originate from previously
unseen regions, users who launch abnormally high numbers of instances, or EC2 instances started by previously unseen users are
Just a few examples of potentially malicious behavior.

Monitor your AWS network infrastructure for bad configurations and malicious activity. Investigative searches help you probe
deeper, when the facts warrant it.

Monitor your AWS provisioning activities for behaviors originating from unfamiliar or unusual locations. These behaviors may
indicate that malicious activities are occurring somewhere within your network

Detect and investigate dormant user accounts for your AWS environment that have become active again. Because inactive and ad-

hoc accounts are common attack targets, it's critical to enable governance within your environment.

Monitor your cloud compute instances for activities related to cryptojacking/cryptomining. New instances that originate from
previously unseen regions, users who launch abnormally high numbers of instances, or compute instances started by previously
unseen users are just a few examples of potentially malicious behavior.

Use the searches in this story to monitor your Kubernetes registry repositories for upload, and deployment of potentially
vulnerable, backdoor, or implanted containers. These searches provide information on source users, destination path, container
names and repository names. The searches provide context to address Mitre T1525 which refers to container implantation upload
to a company’s repository either in Amazon Elastic Container Registry, Google Container Registry and Azure Container Registry.

This story addresses detection against Kubemetes cluster fingerprint scan and attack by providing information on items such as
source ip, user agent, cluster names.

This story addresses detection and response of accounts acccesing Kubernetes cluster sensitive objects such as configmaps or

secrets providing information on items such as user user, group. object, namespace and authorization reason.

This story addresses detection and response around Sensitive Role usage within a Kubernetes clusters against cluster resources
and namespaces.

Use the searches in this Analytic Story to monitor your AWS EC2 instances for evidence of anomalous activity and suspicious
behaviors, such as EC2 instances that originate from unusual locations or those launched by previously unseen users (among
others). Included investigative searches will help you probe more deeply, when the information warrants it.

Monitor your AWS authentication events using your CloudTrall logs. Searches within this Analytic Story will help you stay aware of
and investigate suspicious logins.

Use the searches in this Analytic Story to monitor your AWS S3 buckets for evidence of anomalous activity and suspicious
behaviors, such as detecting open $3 buckets and buckets being accessed from a new IP. The contextual and investigative
searches will give you more information, when required.

Leverage these searches to monitor your AWS network traffic for evidence of anomalous activity and suspicious behaviors, such
as a spike in blocked outbound traffic in vour virtual private cloud (VPC)

Settings v

App *

ES Content
Updates

ES Content
Updates

ES Content
Updates

ES Content
Updates
ES Content
Updates
ES Content
Updates

ES Content
Updates

ES Content
Updates

ES Content
Updates
ES Content
Updates

ES Content
Updates

ES Content
Updates

ES Content
Updates

ES Content
Undates

Activity v

Help » Find

Enterprise Security

Last Updated = Bookmark *

Jun 4,2018

Mar 8, 2018

May 21, 2018

Mar 16, 2018

Mar 12, 2018

Oct 2, 2019

Feb 20, 2020

Apr 15, 2020

May 20, 2020

May 20, 2020

Feb 9, 2018

May 1, 2019

Jul 24, 2018

May 7, 2018




splunk>enterprise Apps ~ A\ Administrator v 1) Messages ~ Settings ¥ Activity v Help v Find Q

Security Posture Continuous Monitoring v Advanced Threats v Investigation « Executive View Alerts Health Search~ Help~ Is InfoSec Multicloud

Security Posture

Cloud Providers Monitored

AWS Microsoft Azure Google Cloud

Cloud Alerts Distinct Alert Messages Intrusion Alerts Distinct Intrusion Identities Monitored
Signatures
612 . 1082
Alerts by Severity Alerts over Time Alert Sources over Time
100
M criicor T high informati.. W 1ow Tl medium B crivcar T nign intormati,. [ ow T medium
&0
g 50

40
e
= 20
<
12:00 AM 6:00 AM 12:00 PM 6:00 PM 12:00 AM 6:00 AM 12:00 PM 6:00 PM
750 1,000 1250 1500 Thu Jan 27 Thu Jan 27
Alert count 2022 2022
360 Overview by Total Count 360 Overview by Distinct Count of Sources + Destinations
Alerts, Failed Authentications, Blocked Traffic, IDS Alerts, Changes Alerts, Falled Authentications, Blocked Traffic, IDS Alerts, Changes
| WS =0 O e Gl == vk e efe e 15 S0 Vi el et 2Rl B e s ] .>=1 1O b =9 h 58 =5 B I feal =% b Inasl 0 ecdl = v e W o= b 1_1_J .>=2
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splunk>enterprise Apps ¥
Security Posture Continuous Monitoring v Advanced Threats v Investigation v Executive View Alerts Heaith
Cloud Alerts -

Critical Severity Alerts High Severity Alerts Medium Severity Alerts

List of Alerts

severity ¢ cloud$ count$  signature ¢

2 3 4 5 6 7 8 9 10 Next>

Alerts by Signature

40

2.3 Ensure ... accessibie

AP ListRol redentials.
APL LIsiSta. redentials
RDS.2 ROS .. .nfiguration
Suspicious . tion activity
Traffic dete..or tlocking
Unorotecte..ng probed.

4:0C PM 12:.00 AM 4:00 AM 8:00 AM 12:00 PM

Thu Feb 10 FriFeb N

2022

Many Attacks from Same Source

A Administrator v Messages v Settings * Activity v Help v Find Q

Searchv  Help~ Is InfoSec Multicloud

e

Informational Alerts

54

Low Severity Alerts

Alerts with Identified External Sources

Q 4 i O 2mago

Alerts by Severity

critical

high
Informational
low

medium

4:00 PM 8:00 PM 12:00 AM 4:00 AM 8:00 AM 12:00 PM
Thu Feb 10 FriFeb 1
2022

Many Attacks from Same Source by Source Location



@

& Administrator v Messages * Settings v Activity » Help v Q Find
Help¥ I:E'. InfoSec Multicloud
Edit Export v
Users
Access over Time by App
count ¢ 400
aco..bsite
azur.shell
azure:portal
200 bne._aad
19 bne.._erver
micr..anel
12 0365...eux
offic..nline
/’ —W\’M—/\/\'_’\/\ offic...nline
14 r T - T - signi....com
12:00 PM 6:00 PM 12:00 AM 6:00 AM OTHER
5 Next» Tue Sep 20 Wed Sep 21
2022

Top Authentication Sources by Unique User Count

splunk>enterprise Apps ¥
Security Posture Continuous Monitoring v Advanced Threats v Investigation v Executive View Alerts Health Search v
Authentication Show Fliters
Failed Authentications Successful Authentications Applications
17,647
Q & 1 © 10mago
Access over Time by Action Authentication Attempts by Application
400 app ¢
A - A
}/\\_/'\/-‘-"'v\u,___,/ "-/\/ \\/ D 4 "‘//‘\“v '*.\‘/‘ azure:devops
|
o { graph:explorer
=200 f
£ { ‘ my:profils
'l | M failure
‘ splunk_o0365
f l
T - T T T T frothly_phantor
12:00 PM 6:00 PM 12:00 AM 6:00 AM
Tue Sep 20 Wed Sep 21 2 3 4
2022
Top Authentications by Source
SIC+ sparkline < count ¢ SIC s
12 224.1 BRREN  96.247.194.3
896.247.194 .3 198.154 .1
1 119.15 154 12, 7¢
14.239 80 54.131
10.175 9 9.154_16 18
112 3 4 5 6 7 8 9 10 Next»

sparkline user_count

10 Next»
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User Filter Host Filter Success/Failure User Authenticated Select Time Range
& i Failure =i against 1hostormore v Last 24 A
Users (with Filters Applied) Source and Destination Hosts (with Filters Applied)
user & hosts_authenticated ¢ source&destination count $
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https://login.microsoftonline.com
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ebelford@ellingson.group https://login.microsoftonline.com

\"’«@2345678910Next»

@23456Next»

Authentications Map (Map Shows up to 300 Authentication Source+Destination Pairs)

Double-click to drill down. Server icon = authentication source. Circle icon = authentication destination.

170.202.122.3

207.181.254.13

Source and Destination Hosts (with Filters Applied)

windows.azure.service.management.api
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splunk>enterprise Apps ¥ A Administrator ¥ Messages ¥ Settings ¥ Activity v Help v Q Find

Security Posture Continuous Monitoring v Advanced Threats v Investigation v Executive View Billing Alerts Health Searchv Help » Is InfoSec Multicloud
Cha NJEeS show Fitters Edit Export v 5
Identity Changes

Created
Identity Changes Map of Changes by Action
action $ sparkline ¢ cloud ¢ count$ command % n
created S AWS 88  CreateUser n
modified A AWS 102  UpdateUser @
Instance Changes Other Changes
1137 195 302 291
Created Deleted Created Deleted
Instance Changes Other Changes
action ¢ sparkline ¢ count$ command $ action ¢ sparkline ¢ count$ command *

/N 1,037 CreateBucket, CreateVolume, RunInstances f 302 CreateNetworkAcl, CreateNetworkAclEntry, CreateSecurityGroup
deleted £ 195 DeleteBucket, DeleteVolume, TerminateInstances deleted 291 DeleteNetworkAcl, DeleteSecurityGroup, RevokeSecurityGroupEgress, RevokeSecurityGroupl
modified A 292 AttachVolume, DetachVolume, PutBucketPublicAccessBlock, PutObject L T 69 ConsolelLogin
restarted —f"‘ 34 RebootInstances modified —,‘/‘ 111 ReplaceNetworkAclEntry
started > 25  StartInstances
stopped - 28  StopInstances
Map of Changes by Action Map of Changes by Action

g A o : .

4



splunk>enterprise Apps ¥

Security Posture Continuous Monitoring v Advanced Threats v Investigation v Executive View Billing Alerts Health

|ntl’u5i0n Detection (IDS/IPS) Show Filters

Allowed Intrusion Attempts

Critical Severity Alerts High Severity Alerts

Intrusion Signatures

count $

severity &

signature %

2 Amazon S3 Public Anonymous Access was granted for S3 bucket GeneratedFindingS3Bucket.
7 API ListRoles was invoked using root credentials.

6 Resource discovery API GeneratedFindingAPIName was invoked from a Tor exit node.

5 API ListFindings was invoked using root credentials.

5 API ListRolePolicies was invoked using root credentials.

3 93.17.416.19 is performing SSH brute force attacks against i-00000000.

3 97.17.43.39 is performing SSH brute force attacks against i-22222222.

Intrusion Alerts by Signature

30

inst i-11111111.

inst -22222222.
.ainst i-H11111.
ainst i-33333333.
st i-11H.

inst i-00000000.
9317.41619 i..ainst i-22222222.
9717.43.39 s ..ainst i-111N1111.
9717.43.39 is ..ainst i-22222222.
API Describe..t credentials.

API GetAcco...t credentials.

API Getlnsig..t credentials.

API GetRole ...t credentials.

API ListFindi...t credentials.

. API ListRoleP...t credentials.

77107.46.129

20 77107.46.129

931741619

10

T T T T T
8:00 AM 12:00 PM 4:00 PM 8:00 PM 4:00 AM

12:00 AM
Sun Oct 15 Mon Oct 16 1”7V
plopk

Scanning Activity (Many Attacks from Same Source)

Medium Severity Alerts

Scanning Activity (Many Attacks from Same Source) by Source Location
Country ¢ City

Mauritius Ebene CyberCity

A Administrator v Messages v Settings ¥ Activity v Help v Q Find
Search v Help v Is InfoSec Multicloud
Blocked Intrusion Attempts
Low Severity Alerts Informational Alerts
Intrusion Attacks from External Sources
Intrusion Alerts by Severity
30
20
high
10 low
medium
r T T T T T T T T T T T
6:00 AM 8:00 AM 10:00 AM 12:00 PM 2:00 PM 4:00 PM 6:00 PM 8:00 PM 10:00 PM 12:00 AM 2:00 AM 4:00 AM
Sun Oct 15 Mon Oct 16
2023

attack_count $

src $

102.207.40.10
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Network Traffic show riters Edit Export e
Blocked Connections Allowed Connections Traffic Sources Traffic Destinations Logged Traffic Volume
13120 13,749
Allowed/Blocked Traffic Top Communication by Volume Traffic by Protocol
3,000 src s dest ¢ MBytes & 3,000
(\/« 10.154.196.169 137.145.204.10
2,000
ek 10.154.196.169 10.154.196.169 -
g 5
T : 7 10.154.196.169 10.154.1.5 & ' icmp
allowe 1,000 | tcp
1,000 ~ blocked '
/ 5 : i o 10.154.196.169 192.42.93.30 & udp
10.154.196.169 10.154.196.161 : : > -
6:00 PM 12:00 AM 6:00 AM
6:00 PM 12:00 AM 6:00 AM Tue Sep 20 Wed Sep 21
Tue Sep 20 Wed Sep 21 2022
2022
Top Sources Top Destinations Top Destination Ports
src s count num_dest_port ¢ num_dest_ip < dest ¢ count ¢ num_dest_port ¢ num_src_ip = dest_port ¢ count ¢ num_dest_ip ¢ num_src_ip *
10.154.196.169 10.154.196.169 1447
10.154.196.161 137.145.204.10 6486
10.154.1.5 10.154.1.5 3876
10.154.229.167 10.154.196.161 1283
10.154.131.210 192.42.93.30 4391
]1 2 3 4 5 6 7 8 9 10 Next» 112 3 4 5 6 7 8 9 10 Next» 112 3 4 5 6 7 8 9 10 Next»
Network Communication Map
Use the filters below to build a host communication map. Click on host name or IP address in the tables and pie chart below to filter communication information further




Network Communication Map Fiiters

Select Time Range

Host Connected to

Allowed/Blocked

Source/Dest. Host Name or IP

Protocol Filter

Source and Destination (with Filters Applied)

Last 24 hours

1 host or more

# of Destinations Connected to by Source (with Filters Applied)

All

Protocols (with Filters Applied)

flows ¢

source&destination $

10154196169

flows ¢

transport $

38

10.154.196.169
137.145.204.10

10154196161

10.1541.5

10.154.229.167
10.154131.210

30

10.154.196.169
10.154.196.161

137145.204.10
1015412101

28

10.154.196.169

10.154.1.5

10154.227.49

10 Next»

5 6 7 8 9

4

™

101541.20

134

icmp

6,106

tcp

other (1277)

120

udp

72.247122151

10154.7.216

Communications Map (Map Shows up to 300 Connections)

Double-click to drill down
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Free trials and downloads

Splunk Cloud Platform

See the power of the Splunk Platform in a Splunk-hosted cloud
environment and get fast insights. Try up to 5GB of data/day for
14 days, no credit card required.

Get My Free Trial View Product

Splunk Enterprise

Download and install Splunk Enterprise trial on your own
hardware or cloud instance so you can collect, analyze, visualize

and act on all your data — no matter its source. Try indexing up
to 500MB/day for 60 days, no credit card required.

Get My Free Trial View Product
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