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M2 E2{AE (Zero Trust) 2F ®H A

v/ Define your attack surface

Assess your risk

@ Implement multi-factor authentication
“&*  Segment your network

® Monitor and detect

|~*  Continuously assess and adjust

B  Secure remote access
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Trend Micro Vision One

- Zero Trust Secure Access
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Vision One

Earlier detection. Faster response. Reduced Risk.

Orchestration and Automation

m
A Extended Detection and Response (XDR) 8
s 0
& ;| <
> ® ® ® @ @ 3
8 li’::;t?tn: aﬁ:dg:::::s Email Cloud Infra Applications Code Repo Data Network ICS/OT g
=)
v Email Endpoint Cloud Network oT 5
8 Security Security Security Security Security 8-
c
T =
s —

6!

- |

Global Threat Intelligence

Attack Surface Intelligence | Zero Day Initiative | Threat Research | AI/ML | Big Data Analytics

Platform Foundations

Multi-Tenancy | Role-Based Access Control | Single Sign-On | Policy Decision Point
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Zero Trust Secure Access
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SaaS Web/Applications &= M| 7|2 .+ =

Manage and Analysis

Rule Management

Efet
IT Administrator

O
O
Ok

>
A I A 3
. —
S= g * — =y =< SmartProtection Network
B: Ar  i® 2 T
e g
5. 8= 3 85 A1)
$ Y ¢ ¢i —®
< Yy . A A}
Sandbox Service
Internet Access
Cloud Gatewa
; ¥ Allowed Requests
App/Website Requests
_ www
! 5
HTTP Response Web Site

Client Access Secured Content
[Secure Access Module / PAC file) | @

Internet Acces
On-Premise Gateway
(Deployed in Service Gateway)

Filter and Inspect

¢’ TREND¢
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ALEXL 2T O ’
Cloud 742 ZHt0] /= PoP Web sites/Cloud services
> = et
EZ& E3 SaaS Web/App B& Gateway 2t Ei%? 4510
HZ(HTTP/HTTPS) XA XA
Wef HAt
| 24
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-

[H] Secure Access Module

D—D A-8%} ClHto] &
Ji. PAC file only
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Zero Trust Secure Access
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Schedule

Always

£ Custom

Action Schedule

Su Mo Tu We Th

© 00:00 to (O 24:00

Only apply the rule during the specified period

Adult

Communications and Searct
Custom
General

Internet Security Real Estate

< SaaS Web/App URL X| 7 >

24 | ©2023 Trend Micro Inc.

sers/groups

Available Us

& steve Kim

& Jason Kim
& seokju kim

& Enc

Selected Us

& Mike Kim

& Paul Kim

< A&t/ AE X >

v Custom cloud app categories

Available Categories

All high risk level cloud apps

All sanctioned cloud apps

Google

Naver Email

< Cloud App X| &

Selected Categories

Kakao

Any selected locations

v Corporate network locations

Available Locations by Gateway

¥ Cloud Gateway

Hostway

~ Custom cloud app actions

Available Actions

Amazon Photos (Amazon Cloud Drive)

Dropbox

Facebook

< Cloud App Action X| & >

Selected Locations by Gateway
v Cloud Gateway

AWS-Seoul

& AKX X[E >

Selected Actions
v GitHub.com
Create post

Download file

¢’ TREND¢
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Device Posture Custom URI

Profiles files otect reven Categories

+ Add

Profile name Description

All Android device... Default profile that identifies all Android devices in your crganization

All'i05/iPadOSs de. Default profile that identifies all iO5/iPadOS devices in your organization
All macOS devices.

Default profile that identifies all macOS devices in your organization

All Windows devic.. Default profile that identifies all Windows devices in your organization

IP Addre:

Operating systems

# Android
& i0s/iPadOS

D macOs

< C|B}O| A O] (HE X[ of &

Web Reputation  File Scanning  Advanced Scanning

. Enable Web Reputation

Security level
High Blocks pages that are:
+ Dangerous: Verified to be fraudulent or known sources of threats
+ Highly suspicious: Suspected to be fraudulent or possible sources of threats

* Suspicious: Associated with spam or possibly compromised

Medium (default) Blocks pages that are:

* Dangerous: Verified to be fraudulent or known sources of threats

» Highly suspicious: Suspected to be fraudulent or possible sources of threats

Blocks pages that are:

T T ey

<Y EL, AgI=E A EF

Media Types File Names  True File Types

Available Media Types Selected Media Types

No data to display
Images
Video
Audio

Other

Web Reputation  File Scanning  Advanced Scanning

Action to take upon detection of be
Black

Enable Predictive Machine Learning (0

to take upon detection of Suspic

Suspicious IP address
S——
Suspicious domain

Suspicious File SHA-1

>

<Hof Ao &

{TTP/HTTPS Request

Name

All File Extension (Test)

Adult

Albania: IBAN (International Bank Account N..

All File Extension

All Personally Identifiable Information (English)

All: Credit Card Number

All: IBAN (International Bank Account Number)

All: 1IN (Issuer Identifier Number)

All: IMEI (International Mobile Equipment Ide...

All: Names from US Census Bureau

Expressions  File Attributes

An expression is data that has

+ Add ype: All

Name

South Korea: Resident Registration Number (1)
Albania: IBAN (International Bank Account N...
All: Credit Card Number

All: Email Address

All: IBAN (International Bank Account Number)
Al lIN (Issuer Identifier Number)

All: IMEI {International Mobile Equipment Ide...
All: Names from US Census Bureau

All: SWIFT BIC (SWIFT Business Identifier Code)

All: Time zone offset

Description

Words commonly associated with the adult entertai...

All File Extension

Credit card numbers

An international standard for identifying bank acco..

Information that can be used singly or with other s..

An international standard for identifying bank acco...

Also known as BIN (bank identification number) a

Mames from the US Census Bureau (up to the year ...

Description

Used to identify residents in transactions with priva..

An international standard for identifying bank acco...

Credit card numbers

Email addresses

An interational standard for identifying bank acco...
Also known as BIN (bank identification number) an...
An international standard for uniquely identifying ...

Names from the US Census Bureau (up to the year ...

Also known as 150 9362, BIC code, SWIFT ID, and S.

An amount of time added to or subtracted from th..

An international standard for uniquely identifying ...

Type

Customized

Predefined

Predefined

Predefined

Predefined

Predefined

Predefined

Predefined

Predefined

Predefined

Custom DLP 1t

Type
Customized
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined

Predefined

[*5 Import

Last modified 4

2023-08-08 16:52:11
2023-06-12 15:29:08
2023-06-12 15:29:08
2023-06-12 15:29:08
2023-06-12 15:29:08
2023-06-12 15:29:08
2023-06-12 15:29:08
2023-06-12 15:29:08
2023-06-12 15:29:08

2023-06-12 15:29:08

A dd >

Last modified 1

2023-08-17 14:45:44
2023-06-12 15:29:57
2023-06-12 15:29:57
2023-06-12 15:29:57
2023-06-12 15:29:57
2023-06-12 15:29:57
2023-06-12 15:29:57
2023-06-12 15:29:57
2023-06-12 15:29:57

2023-06-12 15:29:57

P Eportall 2
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Cloud Gateway On-Premises Gateways

iy
Microsoft Office 365

Add Corporate Location

Deploy New On-Premises Gateway
Microsoft Office 365

Google Workspace

< Cloud Gateway for SaaS B!/ &< |0l > < On-Premise Gateway for SaaS B/ =< A0 >

=
Dropbox

oft Office 365. Specify restrict-access-to-tenants and restrict-access-context header value
Other cloud app

< Cloud App Tenancy X-" O-I Iél X_I-ll > Private Access Connectors  Internal Applications  Global Settings

login microsoftonline.com,login.microsoft.com,login.windows.net

-+ Add Private Access Connector Group

Set action on header

< Private ZTNA Gateway for L & &/ & N[O >

Customization Settings

Zero Trust Secure upports customization of web pages and module notifications. You can change

HTTP/HTTPS Request Filter Settings

General Layout Page Banner

Page Banner af
t method

Private Access User Portal
Any selected request method ¢’ Trend Vision One™

User Portal

Restricted Access Pages
Any specified URL host name or IP address

< AF& Xt 2 Ul Customizing >

Any specified URL path (do

Customize

—— © TREND?



@ Internet Access

Total Internet Acces:

114486

ACCESS OVERVIEW

OVERALL TRAFFIC

Top Blocked Users

Top Users By Traffic

Top Cloud Applications By Activity

Top Blocked Domains
onfig edge skype.com
vesrw bing com
msedge.b.tha dldelivery.mp micrasoft.com
e trafficshaping.dsp.mp microsoft.com
loginiive.com
thbing com
apimsn.com
npmancom
content-sutofillgoaglespiz.com

hu.dl defivery mpmicrosoft.com

Traffic (k8)
514884022
A19677.246

12654

CLOUD APPs @

85

Top Blocked Cloud Applications

Top URL Categaries By Activity

URL &

Untested
Computers/intermet
Search Engines/Portals
Business/Economy
Ozys Cloud Web/Agp
et Infrastructure

Web Advestisement

Miscellaneous
Top Clousd Application Actions By Activity
Cloud app action

No data to display

Trend Vision One™

User Activity Logs

Last 30 days

Access attempts

Public cloud app / URL access monitored
Public cloud app / URL access monitored
Public cloud app / URL access monitored
Public cloud app / URL access monitored
Public cloud app / URL access monitored
Public cloud app / URL access monitored
Public cloud app / URL access monitored
Public cloud app / URL access monitored
Public cloud app / URL access monitored
Public cloud app / URL access monitored
Public cloud app / URL access monitored
Public cloud app / URL access monitored
Public cloud app / URL access monitored
Public cloud app / URL access monitored
Public cloud app / URL access monitored

Public cloud app / URL access monitored

Secure Access History:

Monitored / Blocked

Triggered b

Internet access control rule:

Internet access control rule:

Internet access control rule:

Internet access control rule:

Internet access control rule:

Internet access control rule:

Internet access control rule:

Internet access control rule:

Internet access control rule:

Internet access control rule:

Internet access control rule:

Internet access control rule:

Internet access control rule:

Internet access control rule:

Internet access control rule:

Internet access control rule:

Microsoft Sky.

Microsoft Sky.

Microsoft Sky.

Bing Search

Google Search

Google Search

Korea

Korea

Korea

Korea

Korea

Korea

Korea

Korea

Korea

Korea

Korea

Korea

Korea

Korea

Korea

Korea

CtFot S M0 [E EX|/XITH 2 X3
S| 2E L5 /saas ¥ M2 s x|

ZX|E 2 ¥ X3

Secure Access Overview:

HH /AT A = SA

App/Domain'8l F2/Xth S|
AtEXE HIE, 7[Z7HE HZ Egl Y

@2023-08231443 M @ BETrend Micro Korea v

® Give Feedback

ating
15.165.20.209 / 10.1 windows 10.0.20348
15.165.20.209 / 10.1 windows 10.0.20348
15.165.20.209 / 10.1 windows 10.0.20348
15.165.20.209 / 10.1 windows 10.0.20348
15.165.20.209 / 10.1 windows 10.0.20348
15.165.20.209 /101 windows 10.0.20348
15.165.20.209 / 10.1 windows 10.0.20348
15.165.20.209 / 10.1 windows 10.0.20348
15.165.20.209 / 10.1 windows 10.0.20348
15.165.20.209 / 10.1 windows 10.0.20348
15.165.20.209 / 10.1 windows 10.0.20348
15.165.20.209 / 10.1 windows 10.0.20348
15.165.20.209 / 10.1 windows 10.0.20348
15.165.20.209 / 10.1 windows 10.0.20348
15.165.20.209 / 10.1 windows 10.0.20348

15.165.20.209 / 10.1 windows 10.0.20348

Total: 7254 20 per page
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J Trend Micro Vision One™  zero Trust risk insights @urc+o8:00 A [ sasedemol

Important: This is a "Pre-release" feature and is not considered an official release. Please review the before using the feature

Risk Insights tivit £+ Data source

RISK INDEX G
Assessmentscope: () K26 Cf23

6 3 Account Vulnerability Anomaly Cloud app XDR detection Threat
Medium compromise detection detection activity bt alary detection

\

@ sasedemol

@  Compare with other orgs

AT-RISK USERS/DEVICES G

Configure Alert Notifications

Risk factor Detected 4
Risky Website Access Detected | Threat detection 2021-08-2103
Potential Brute Force Attack - Password Guessing, Potential Impersonat Account compromise | Threat detection 2021-08-2103
Risky Website Access Detected | Threat detection

Risky user with anomalous emall activity, Anomalous Bulk Emall Sending Account compromise | Threat detection 2021-08-2103




HOoko|HIE

s @ Internet Access

Total Internet Access Attempts

114486

ACCESS OVERVIEW

OVERALL TRAFFIC

Top Blocked Users ins Top Blocked Cloud Applications

App name

Secure Access Overview:
1 A HI/RICHA|E E7
App/Domain'8l E /X th S|
AMEXE IR T M2 ERE S

Wb Advertisement
Maver
Email

Miscellancous

Top Cloud Applications By Activity

ctions By Activity

App name

No data to display
isibility, create and eonfigur

7 o
o
29 | ©2023 Trend Micro Inc. I =



Trend Vision One™  secure Acc

User Activity Logs

Last 30 days Activity status: Monitored / Blocked

% Search by: Username  Apply.

User name Device name Activity status
Public cloud app / URL access monitored
Public cloud app / URL access monitored
Public cloud app / URL access monitored
Public cloud app / URL access monitored
Public cloud app / URL access monitored
Public cloud app / URL access monitored
Public cloud app / URL access monitored
Public cloud app / URL access monitored
Public cloud app / URL access monitored
Public cloud app / URL access monitored
Public cloud app / URL access monitored
Public cloud app / URL access monitored
Public cloud app / URL access monitored
Public cloud app / URL access monitored
Public cloud app / URL access monitored

Public cloud app / URL access monitored

Triggered by

Internet access control rule:

Internet access control rule:

Internet access control rule:

Internet access control rule

Internet access control rule:

Internet access control rule:

Internet access control rule:

Internet access control rule:

Internet access control rule:

Internet access control rule:

Internet access col

Internet access coi

Internet access co

Internet access col

Internet access col

Internet access control rule:

App

Microsoft Sky...

Microsoft Sky...

Microsoft Sky...

Bing Search

Google Search

Google Search

Secure Access History:

(© 2023-08-23 1443

IP address

15.165.20.209 / 10.1.1.7

15.165.20.209 / 10.1.1.7

15.165.20.209 / 10.1.1.7

15.165.20.209 / 10.1.1.7

15.165.20.209 / 10.1.1.7

15.165.20.209 / 10.1.1.7

15.165.20.209 / 10.1.1.7

15.165.20.209 / 10.1.1.7

15.165.20.209 / 10.1.1.7

15.165.20.209 / 10.1.1.7

15.165.20.209 / 10.1.1.7

15.165.20.209 / 10.1.1.7

15.165.20.209 / 10.1.1.7

15.165.20.209 / 10.1.1.7

15.165.20.209 / 10.1.1.7

P

@ Trend Micro Korea v

® Give Feedback

Device operating system

windows 10.0.20348

windows 10.0.20348

windows 10.0.20348

windows 10.0.20348

windows 10.0.20348

windows 10.0.20348

windows 10.0.20348

windows 10.0.20348

windows 10.0.20348

windows 10.0.20348

windows 10.0.20348

windows 10.0.20348

windows 10.0.20348

windows 10.0.20348

windows 10.0.20348

windows 10.0.20348

Total: 7254 20 per page v

- CiYsot 40 mhE BHX|/AHEH 2 X3
- S| 2E LfF/saas ¥ FZ dE 23|

ZXE 20 H% X3S
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Zero Trust Secure Access
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Cloud Apps T —]
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=] Servers
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f’f b VPN I
External Devices Internal Devices

? a j|
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Clouds
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Datacenter or Private Cloud =2 X : 7| & =

> % aws
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> = —) Corporate
L1 | =3 > =

. . ot o1 Datacenter
—_ =

OE)| =
H| 22| ClHio|A - z

. o™
o
34 | ©2023 Trend Micro Inc. b‘ I =



Datacenter or Private Cloud =2 X : 7| & =

i
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I\

43| CIHO|A
(L8 E= 29)
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_I:% aws Private Cloud
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ne
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D
7
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Datacenter or Private Cloud & M| 0 : Gateway 4} Al

ZTNA applies to both Remote users and in-office users

\
i \ Cloud Data Center (isolated)
i \
! N\
‘| N\
1 \ Headquarter
\
\ N
\ ~
! \
o0 »
>~ @
= ==
'- '& - c» ~ app
Remote User
Office User Connector
dM

- o™
o
36 | ©2023 Trend Micro Inc. L I =



Add Internal Application

ZTNA applies to both Remote users and in-office users e ]

App group tag:

+~ Allow users T0 access via a user portal provided by Trend Micro

Br ’ s starting with n 2.0.

Protocol:
HTTPS
Some web apps require that you con E internal apps to function.
To find associated apps, install the Trend Micro W overy Chrome extension
\ Home page

Connector

Internal URL:

EREIE]

] i 443 /
Note: The path field is optional. Do not use a filename. Paths can have multiple elements separated by a slash (/)

Cloud Data Center (isolated) External URL

Use my domain

Canonical name (CNAME): tmk-anthony.edge.sg.ztna.trendmicro.com
Headquarter - ‘ ,, . ;
Add the CNAME to your public DNS and verify that the domain for the application resolves to the record.
Certificate

Default certificate

' N
~ The default certificate is a self-signed certificate ded by Tr Using the default certificate > cz ing when end u
. the application
a N

A = ==
Remote User

Offi User ~ Make the app visible for end user access
LAk Connector
Reachability check:

Check if the application is reachable by the selected Private Access Connector group
rend M

< L5 ofiZ2[A|0]d 2 Hof 8%

¢’ TREND?¢
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Trend Vision One™ Zero Trust Secure Access - X

¢/ Trend Vision One™

Select Authentication Method

trial-9571353.okta.com (http://www.okta.com/exkéqn...

Azure AD

Copyright © 1999-2023 Trend Micro Incorporated. Al rights reserved

Trend Vision One™ Zero Trust Secure Access - x

Connecting to @

okta

Username

Trend Vision One™ Zero Trust Secure Access -

o anthony_kim@trend... Private Access

Switch User :
v : p‘é Connected Disconnect
I 28 Private Access Connection details
4 Internet Access
Notifications View
4% Debug Settings
Accessible corporate applications View

Trend Vision One™ Zero Trust Secure Access e X

okta

X «

Trend Vision One™ Zero Trust Secure Access

Accessible corporate applications

AWS Bastion SSH
#ssh -i seoul.pem ec2-user@10.1.1.14

Hostway Win10 RDP
Hostway Win10 RDP

38 | ©2023 Trend Micro Inc.

The list may change according to your organization's information security policies.
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Trend Micro Vision One™

Important: This is a "Pre-release” feature and is not considered an official release. Please review the Pre-release Disclaimer before using the feature.

Secure Access Overview

Preview

SECURE ACCESS CONTROL HIGHLIGHTS TO INVESTIGATE

14

3
USERS

21

to

DEVICES

20

=
CLOUD APPS

©uic-0s00 A M sasedemo1

A

TOP 10 SECURE ACCESS RULES WITH MOST DETECTIONS

Rule name

Control access to Wiki

Monitor access to Jira

Users with a persistent high risk score
Default rule for internal app access
Block access to Github

Monitor access to Jenkins

Monitor Adfs

Internal app -

demo for access wiki

for demo

Description

Control access to Wik

Monitor access to Jira

A user has maintained a high risk score range over a period of time in the past.
Block access to all configured internal applications. The default rule is not editable.
Block access to Github

Monitor access to Jenkins

Allow or block access to specified internal apps based on users, devices, time, and location.

Allow or block access to specified internal apps based on users, devices, time, and location.

Demo when using account ztsa_demo

Allow or block access to specified internal apps based on users, devices, time, and location.

Last 30 days v
&
INTERNAL APPS IP ADDRESSES URLS

Last 30 days v
Rule type Matched entities Affected activity +
Permission Control 217 & 13 534
Permission Control 016 & 12 295
Risk Control &6 240
Permission Control 015 & 12 149
Permission Control 014 & 13 148
Permission Control 01 &1 97
Permission Control De &2 80
Permission Control 02z2a1 56
Permission Control 21 &1 39
Permission Control ESEE 23

View all enforced rules
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Risk Overview @ Exposure  ® Attack Overview @ Secunty Configuration

RISK INDEX | Whatis Risk Index?

£} Data source ¥ Export

/100 70 AN - [
Medium risk T Tt e e e e e e e e —_ N —
\‘-
""""""""""""""""""""""""""" _"‘»__‘ _ JELCESOCTETTIoN -
------------------------------ L b [P ———— ”Q:}'ﬁ.)---...r...‘.._ :
The nisk score is a comprehensive results 10 JE “'—~--'\.',J'-‘.\‘x
correlated by different factors: '\.__.,‘__
S
® Exposure } - b
09-13 10-11 10-25 03 1-22 12-06 2-20 01-03 o1-17 01-31 02-14 02-28

® Attack Overview >

@ Vision One Demo

® Security Configuration »

Attack Surface - Devices | Whatis the Attack Surface?

Current v ‘

Device Estimate 246 | Update Estimate |
Determines your device count based off of network discovery and administrative estimates

Total d @ Di ble d

100% (246)

Additional devices (from estimate) (0)

Discoverable devices 246 out of 246 | Extend Visibility |

The level of Trend Micro access to devices based on discovery by Trend Micro services, product telemetry logs, or third-party services
Visibility: @ Full (42) @ Partial (3) #® Limited (201)

Device Exposure Assessment 246 out of 246 | Extend Risk Assessment Scope |

Assesses device risk levels based on unpatched vulnerabilities, system configurations, and internet accessibility (does not factor in Trend Micro security configurations)

Exposure levek @ Low risk (219) @ Medium risk (10) @ Highrisk (17) @ Unable to assess (D)

Devices with Managed Agents 42 out of 246 ( Improve Security |
The level of security applied to agents managed by Trend Micro

Security configuration: @ High security (16) ® Medium security (3)

® Low security (0) ® XDR only (23) ® No Trend Micro agent (204)

") Company size avg ‘.. Regionalavg () Industry avg

Risk Summary
oo Jan
. ® Exposure 66
i ® Auack Overview 73

Feb

- ® Security Configuration 48

Sep Oct MNow an

® Exposure @ Attack Overview @ Security Configuration

VULNERABLE ENDPOINT PERCENTAGE @

[ View details |

7 5 % of your endpoints contain highly-exploitable CVEs. Your company is safer than 34 % of companies worldwide.

a0

02-20 02-22 02-24 02-26 02-28 03-02 03-04 03-06

@ Vulnerable endpoint percentage @ Vulnerable endpoint percentage - Global avg % Safer than other companies
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Trend Micro Vision One™  attack Surface Discovery™=

< Back
Risk Asset
EEELET R R Significant Profile Tags
9 1 Unblock Internal App Access
Current risk score 5
Isolate Endpoint N 1 activi -
desktop Assign Secure Access Rule Fixed location  Regular access
1 <
Windows Server 2016 ¢ View Zero Trust Action Hi 93 Highly acth
2022-05-21 05:06:12
Development tools, Business software,
Communication, Sales
Windows
Check all assigned profile tags
RISK INDICATORS
Risk factor Risk event
> | Threat detection Risky Website Access Detected
> | XDR detection Potential Targeted Attack
w I Threat detection TippingFPoint - Security Risk Detection

TippingPoint rule tnggered: 16460: HTTP: BrutPOS Malware Communication Attempt
Remediation: Use the detection rule to check the risk details.

destination|p: 10.0.0.1
destinationPort: 80
sourcePort: 1027
sourcelp: 10.204.167.113
rule_name: 16460: HTTP: BrutPOS Malware Communication Attempt
> | Threat detection Risky Website Access Detected
> I Threat detection TippingPoint - Security Risk Detection
> | XDR detection Potential Targeted Attack
> I XDR detection Anomalous Autostart Registry Entry

(© 2022-05-21 08:38 (UTC+08:00)

84
A [A Vision One Demo

@ Risk score At-risk events detected

Data source / processor
Apex One as a Service
Connected Endpoint Product Agent

TippingPoint

Apex One as a Service
TippingPoint
Connected Endpoint Product Agent

Endpoint Sensor

Risk level
High
High

High

High
High
High
High

Total: 628

Detected 4
2022-05-21 08:38:07
2022-05-21 03:06:06

2022-05-21 03:05:28

2022-05-21 00:20:19
2022-05-20 19:08:36
2022-05-20 19:08:00
2022-05-20 17:07:53

20 per page ~ 1
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< Back

S @ Yvonne Zhang :

ZERO TRUST SECURE ACCESS

M Risk Asse ofile Tags
* 1 O O Disable User Account .
- - Low privilege
= urrent nsk score -
CH RISK SC Force Sign Out Memk RE&D
Lo Attack Payload Autho Force Password Reset
= RISK It
Staff engineer Unblock Internal App Access
hang@t k event Data source / processor Risk level Detected
yvonne_zhangi@tren Block Cloud App Access
. FRD <y Website Access Detected Apex One as a Service ig 2022-05-21 08:38:07
Assign Secure Access Rule
Washington i )
Last seen: 2022-05-21 S E [ e ual Analyzer - Cloud App Risk Cloud App Security ] 2022-05-21 03:04:33

Virtual Analyzer detected a risk in a cloud app (OneDrive) and took the configured action: Quarantine.

Remediation: Check detailed event information to verify the detection.

ACCOUNT ACTIVITY BY LO folderPath: https://tmdevorg-my.sharepoint.com/personal/admin_tmdevorg_onmicrosoft_com/Documents/trophy/
appName: OneDrive

fileUploadTime: 2022-05-20 19:00:02

action: Quarantine

userName: yvonne_zhang@trendcasdemo.onmicrosoft.com

actionResult: Fail

]
3
{5
{c

> I Threat detection Risky Website Access Detected Apex One as a Service ] 2022-05-21 00:20:19

> I Threat detection Virtual Analyzer - Cloud App Risk Cloud App Security ) 2022-05-20 19:05:52

® Log on unsuccessful ) Log on successful

» Total: 192 | 20perpage ~ | 1 | / 10 >




Trend Micro Vision One — Zero Trust Secure Access
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