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API(Application Programming Interface)zt?
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Security Performance Reliability
 of Z2|#H|0]4 SZHo0| Z%|9] 90%7} AP 2H88S x|
APIQ} EHEE|O| Qo Ol A8t SEHAIZH N2 Fa

7hs UHFEQl 37 W

o A X} Of - B
BRI e #2095 Bl 3 ot
e e T = e oAHﬁj-Q-A-IQ_ Haolx

(=) laégl%gE_é_l_E__!_ -Il |'OO|EE|

. o™
o
6 | ©2023 Trend Micro Inc. b‘ I =



Traditional vs Modern Application
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Renders HTML Processes raw data
dashboard view and generates views
Clicked “show B @ m
gststr;lr)]oard Keshioariiaspx Fetch user's messages . Clicked “show GET /api/v2/messages
Client Backed FFetch user's notifications gststr;tr)]oard B 2inotfications Fetch user's messages &
o Server —I' hi Client e gaCked Fetch user’s notifications
Returns HTML | ~etch last news erver
User Pl'restem HTML to e — Returns RAW Data Fetch last news
o User  present view to L
HTML SQL s JSON {} JSON {} JSON {}
=H= = o C HL O
- HiC MHIIOIR RS 7 HdS HE - Fc YiENe=
L
« Z2E0|AE-MH = HTML « OOJE &A= ¥ AMHO|2
us L == (@) L
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Interactive Apps Gambling / Auction OTT Video workflows Telemetry data
(social, Weather, etc,.) Apps / application
()
Digital Wallets / Console Game Ad Tech Location Services /
Payment Mapping
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“By 2022, APIs will become
the

Gartner, How to Build an Effective API Security Strategy

¢’ TREND¢



O|od

m CYberneWS News Editorial Security Privacy Crypto Cloud Resources v Tools v Reviews v Follow

Millions of Venmo transactions scraped in warning
over privacy settings

Login

Home » Security

Report: how cybercriminals abuse API keys to steal mil

by Edy &he New Pork Times

Steam bug could have given yo

the CD keys of any game Echelon exposed riders’
Bug affected a Steam APl and was patched in August. Downgrading your Steam account data' thanks to a Ieaky

Editor's choice API

f—nQ

Zack Whittaker @2

Facebook Security Breach Exposes
Accounts of 50 Million Users

- ...

IR HQCkRQOd TECH CYBER CRIME HOW TO CYBER EVENTS SECURITY SURVEILLANCE EXPLORE FOLLOW US (o}

E i@ o s i (3
[ D
CSO UNITED STATES ~ DIGITALMAGAZINE ~ EVENTS ~ NEWSLETTERS ) Kre bso n sec u rltv ‘ﬁ!&”ﬂ
N - \+ AT

In-depth security news and investigation

About
-, SALTED HASH- TOP SECURITY NEWS i ]| *
a & , Senlor Staff wrter, CSO inimize ik el protoet your ergansation wars o SRR S 0CMETS HOME  ABOUTTHE AUTHOR  ADVERTISING/SPEAKING
. [ USPS Site Exposed Data on 60 Million Users *
API flaws said to have left Symantec SSL
- - -
certificates vulnerable to compromise RN 1herct s waytocam $100 e
and steal cryptocurrencies from their victims’ accounts without being granted withdrawal rights. At the N > or more for sharing your *
v \
same time, more than $1,000,000 in cryptocurrency is being held in accounts that have their APl keys % data
exposed on public code repositories. - 2] LY 20 *
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Known Threat Protection
(Bot Mitigation, WAF)

DDoS Protection
(DNS, Infrastructure, Layer 7)

(API Gateway) Cloud Security
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B2B / Partner n @ ‘ .
Integration _ : Authenticated Users & Partners
Unauthorized @ N
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By 2022, API abuses will move from an infrequent to the most frequent attack
vector, resulting in data breaches for enterprise web applications. - Gartner -
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Dev Team Sec Team
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OWASP API Top 10, 2019

OWASP API Top 10
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SP API ToP 10 2023 - BOLA

POST /marketplace/\_rpc?rpc=getConsentScreenDetails HTTP/1.1

F i S = Host: (. com
° xE%%_I addDrlver API QE Connection: close
Content—Length: 67
Accept: application/json
Origi [https:// | com] (https:// o™ )
'g'xl-g-l UUIDE 'ITE x—csrf—token: xxxx
User—Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_14_3) Apple!
DNT: 1
=X o —~ AL Content-Type: application/json
> EEE Iil_l-sol-q AI-'g'xl-i)-l UUID TxHI Accept—Encoding: gzip, deflate
Accept—Language: en-US,en;
Cookie: XxXXXXX : -
{“language”:”en

”

“status”:”success”’”
rdata® s 4
“data”: {
“language” : "en”

« UUIDE getConsentScreenDetails & ,, Tuseruuid”:s oocooaie

"getUser” : {
L ‘d"-"cxxxxxc >f7371e”,
= I__Q_ I' be = = P %
° rstname
E A x EE 'ITE lastname”™
"rolte”: ”PARTNER",
o EFX]= O -.-I‘ I‘l -I-I = languageId” : 1,
Y ﬁlx'l— ) o 2 = "countryId”:77,
o= 2TI=Z TI - oE - — e BA e AL
“"mobileToken”: 12 -
"mobileCountryId T AT
"mobileCountryCode” : ”"+91"",
"hasAmbiguousMobileCountry”:
"lastConﬁrmedMobJ_"LeCount ryId
- xxxx@gmall com
“emalilToken” : " XXXXXXXX"
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OWASP API ToP 10 2023 - BFLA

DELETE
/api/vl.1/user/12358/posts?id=32

“Launched my new

startup today...yeahh”
#sucess #apisec

POST
/api/vl.1/user/12358/posts?id=32
°
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CDN Monitoring

API Gateway

. Investigation
- Cinveniory S\
WAF/WAAP _r’ = Governance

Al / Machine learning

Shadow API
K8s Container

All APIs / Endpoints / Parameters

Zyst=a4% 2 X|5S3HE 24 > 213 XA

+ Data Center(On-prem) « Security Platform API Visibility

* Cloud(Pub, Pri) - Smart Analysis + Timeline Investigation
- Historical Analysis » Signature / Behavior Detection
- Faster Deployment * Flexible Response

- Business Context
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ofZj0Ofo| API EQF T2 {3

Step 1 Step 2 Step 3 Step 4 Step 5 Step 6

Access to Logs API Discover B%Ea Risk Audit *  Behavioral o Response <f> Investigate &
E o y ©\ Detection = P Threat Hunt

e 9| ALME

|2 o Ef

. APISHZO| O3t 20 | . ZE OIO|AZAMH|A - Misconfigured . HELA QU2 2tX| |« RESIE S « M7 HOIHO|A &
. 20| ™S Al - Errors . Ap| o E_lElg':'f, Hee . EH; i ch;c" AlH

- SESHEO - DEAPIAY - Documented Sl TR SR - @2 g

- Sensitive data
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O}Z}0t0| 2] API Coverage

178 billion +300 Trillion +50%

HE E2|AE= 225 2020410] YT ST £ Moy 28 4 57}

+4,500 83%

APIE N|&5t= 14 HH 29| APIE
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API Detection & Response @ Advanced API Protection API Security Platform
- Olo|HOf Cigt & &40 =F - Az At 2 - E
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Global Leader in
Cybersecurity
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aalim@akamai.com
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