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SAST(Static Application Security Testing)
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SCA(Software composition analysis )
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DAST(Dynamic Application Security Testing)
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pom.xml {BoockStore)

<?xml version="1.8" encoding="UTF-8"7= .4
| =project xmlns="http://maven.apache.org/POM/4.0.08"
xmlns:xsi="http://www.w3.0rg/2001,/XMLSchema-instance
xsi:schemalocation="http://maven.apache.org/POM/4.8.
<modelVersion=4.0.0</modelVersion>

Language Package Manager

PHP Composer <groupId>com.example.maven</groupId=>

<artifactId=BookStore</artifactId>
<packaging=pom</packaging>
Java Maven <version>1.0-5NAPSHOT</version>
=modules. ..>
<profiles>
<profile...>
Ruby RubyGems C profiley
<idsproductionServer</id=
. =<properties>
Python plp <database.url=
jdbc:postgresql: //host/database
=/database.url>

Web frontend Bower </properties>

<dependencies>
=dependency=
PQF)pq =groupld=org.postgresql=/groupld=>
<artifactId=postgresgl</artifactId=
=version=9,4-1206-jdbcd=/version=>
=/dependency=
</dependencies>
=/profile>

Node.js & JavaScript

opentext’

5| ©2023 Trend Micro Inc.



oj{ 7| X| 2| &8

v pom.xml O Junit 2t0| 224 2| X|HA|, FC/ofA] %2 Of=

0>

J 2f0/H 2 2f(hamcrest-core-1.3.jar) A}& L 22 E

IS Package Exploser =3 5 e maven-demo/pom.amnl J) Appjava |J) AppTestjava p maven-demo/pomomi I3
B 1-<project xmlns="http://maven.apache.orgqg/PON,
& wc/mein/java 2 <modelVersion>4.0.0</modelVersion>

(™ we/main/retources

B ovtgen 3 <groupId>com.codebind</groupId>
‘§£3ﬁ£§§$;¢-. 4 <artifactId>maven-demo</artifactId>
G stz Clesbegen 5 <version>@.0.1-SNAPSHOT</version>
& ;:-‘ h:m:rcnwmt-l.l,k" Jsers 6
T .., 7° <dependencies>
‘\\8- <dependency> v’ Direct dependency
v Indirect dependency i B\‘ <gro9pId>junit<{groupIé>
10 | <artifactId>fjunit</artifactId>
i 5 | <version>4.12</version>

12 </dependency>
13 </dependencies>
14 </project>

opentext’

6 | ©2023 Trend Micro Inc.



e =+ v D d fusi
QEAA 2l0| =22 34X s i

Open Source Vulnerabilities per Year: 2009-2020

/W STbEE QEAN FObY

Private

putzlic class log4jExample{
F* Get actual class name to be printed on
static Logger log = Lozeer el oot aneg
7500

public static vol

5000

2500

2009 2010 201 2012 2013 2014 2015 2016 2017 2018 2019 2020

“electorn”

v Typesquatting
(2E})

O pe n SO u rce Ty p OSq u a tt I n g https://openchain-project.github.io/OpenChain-KWG/meeting/12th/OpenSourceVulnerability_20211220.pdf

https://www.activestate.com/resources/quick-reads/how-open-source-typosquatting-attacks-work/
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BOM(Bill of Materials)
v XX B M A

BILL OF MATERIALS _

Frame (1)
Cra_nkarm (1)

——
BICYCLE (

1)

Pedal (2)
Handlebar (1) —_
/-

\ =/
\

Wheel (2) l:

Seat (1)

https://www.arenasolutions.com/resources/glossary/bill-of-materials/
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SBOM(Software Bill of Materials)

v’ sBOMO|Er? F g 48 B [ S flet HBEE

L—

Elements

% Daily Value*

Supplier The name of an entity that creates, defines, MAY 12, 2021

Name and kentifies components. . :
Executive Order on Improving the

Component Designation assigned to a unit of

Name TS Nation’s Cybersecurity
« NISXtO|&

F

Version of e = b s SEHESREON. . DRI e

the Component ., ?:-II Iz Llj E OI %

Other ul'liql.lE Onhe ° 9-I E L-lj E H-I H By the authority vested in me as President by the Constitution and the laws of
. g oom : 2 2

Identifiers fElE'uI ° '6'“ _?_I xo'l E the United States of America, it is hereby ordered as follows

) 9=-I _i L'Ij E OI _I_f *o-l Section 1._Policy, The United States faces persistent and increasingly
ne Endenc sophisticated malicious cyber campaigns that threaten the public sector, the
P y Char EI_Ol AEH 131

private sector, and ultimately the American people’s security and privacy. The

Relationship upsh a—O— RS , -

Federal Government must improve its efforts to identify, deter, protect

"

against, detect, and respond to these actions and actors, The Federal
Author of The name of the entity that craatas the Government must also carefully examine what occurred during any major
SBOM Data SBOM data far fhis componesnt. cyber incident and apply lessons learned. But eybersecurity requires more

than government action. Protecting our Nation from malicious cyber actors

i o requires the Federal Government to partner with the private sector. The
M Record of the data and time of the SEQOM data : ] : _

Tlrnﬂstarnp assambly. private sector must adapt to the continuously changing threat environment,

ensure its products are built and operate securely, and partner with the

https://soos.io/sbom-101-what-is-an-sbom-why-are-they-important
DO Ed AEHE - ALHE A 7|2, seomM =2 72+

opentext’

10 | ©2023 Trend Micro Inc.




Cl Pipeline

) j© 25

{tt+ & 5 &
Code Commit Build Unit Test Integration Test
, .................. . .................... ' ................... . ......................... . .........

Rel;ted Code : -
& L) o

: ——
Operation  production Staging Review
o---—-—-——-—————— .—_ __________________ ’ -------------------- . -------

QZAA Blo|E2{2| MZA(scA) HA
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I?I Sonatype Repository Firewall
= A ~
P g Sonatype Nexus Repository
@ ZINHE A => _
PUBLIC osite .. Nexus Repository @ SonatypeLifecycle
0SS (LEAA Zlo|EEE] XTEF D)
REPOS —
JS
: <[>
‘e, TEST DEPLOY
,?O 11#3
: PACKAGE OPERATE
@ Firewall J i
I 47
DEV BUILD -
Reposﬂory Firewall b 0

Q& 210|322 S9! KtTh 2

Lifecycle
(SDLCEHA2] @ Z4 2 Blo|H2{E| 2/Ha4 ol 9 YEEX)
= b

2R B
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Lifecycle
v Lifecycle SDLCEHA| O A WM 7155 “cves| bR~ U “BHo| MAQIRIALE S EHX|8tD, SHT 4 U $EHHZ

i 1
1 1
: :
FPROXY i DEVEL... SOURCE BUILD S5TAGE RELEASE OPERA... H
1
: :
Summary Policy Violations Security Issues License Analysis m
This report provides security and license assessments for identified components found within an application.
ololH A
SCOPE OF ANALYSIS E |_I-T |_I- o I I
164 [ 15 ] 0 110 # LICENSE ANALYSIS
COMPONENTS IDENTIFIED POLICY ALERTS GRANDFATHERED  SECURITY ALE E|-O I *'I A oI H I' 0 I A
VIOLATIONS _— Tl T
What type of licenses and how many of each?
e SECURITY ISSUES Critical (8-10) 1 U% Dependency Depth
I i 1
How bad are the vulnerabilities and how many are there? m The summary of license analysis .
demonstrates the number of licenses
Critical (7-10) Threat 10 20 30 20 50 0 . 2 .
e | | ! | | | | detected in each category.
s The summary of security issues demonstrates the The depen de ncy depth compares quantity N
| of vulnerabilities based on severity and the threat | N ) N L = .
S m— poses to your application. by category and the distribution within your
ighli i application's dependencies.
z T-hs c.ispe.ndsn.cy depth h\ghllghts quantity and -ssv Moderate (1-3) PP P 4 o
distribution within the application's dependencies. 60/0
4
Moderate (1-3) 3 5+ @
1
No Threat (0)

v Policy Violations 0§+ : CVE 2™ , Component 2 El 3! =S AMEfHE (5HO| A QEE|HLE AR OIV|E &8
v Security O+ : CVE F| S H
v legal Ol 7 : 2tO| A R (RIEANE &

Ok

)

a0
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Lifecycle

v Lifecycle= Stages 2 (ProxyXl| 2|, Develop ~ Operate THA|) A XM X &

- NAME PROXY DEVEL... SOURCE BUILD STAGE RELEASE OPERA...

Local to Root Organization

@® 10 Security-Namespace Conflict

@
@® 10 Security-Malicious @ @ @ @ @ @ @ >

@® 10 Security-Critical

I - b9

v’ Stages & HAMO{F A’d(No action, Warn, Fail)
® 10 License-Banned _ (Oll) Security-Malicious = THEHE[= 20| E & 2| 2| Z%, cI/cDEHA| 0| A
Fail X 2]

®0 Security-High —

@0 License-None — — _ _ _ _ o S

@0 Integrity-Rating @ — — _ _ _ _ N

opentext’
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v ASEl CIE build SHAGM EFZHN|(RIE = 22 = build stage Ol CHSF Warning(d 1) 22 fail(& If) Z X

Stage View

check out fortify check sonatype

Average stage times: 7s 9s Tmin 18s

(Average full run time: ~Tmin o
44s)
Jul 08 3s Ss Tmin 11s
12:53
failed

Jul 08 5s 11s Tmin 17s
12:46

opentext’
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Nexus Repository

v 7|8Hl @728 5 22t= ?lo] ALEStE 2t0[E 22| Repository

v 535/7| 8 80%0| & 0| Nexus Repository CommunityH & AtE

v
v

IE A HEXeH0] U U+Y
S&t0|E 2| M| K "I Sm/HZE O 2= off &

.t

ot
o

nexus
repository pro

A e I-I
1
il

weo I wail QBT
T T

l - l DMZ Merwork I - l

Firewall Firewall

0
-
.
.
.
*
.
.
.
g .®
. .
______
an
--------

Enterprice
LAN

Internet
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Nexus Repository

" PRO 3.55.0-01

2 Sonatype Nexus Repository 9 ° Q

Administration Repositories Manage repositories

v Repository

© Create repository

=g
= Blob Stores I
ey 17-test proxy maven2 Online - Ready to Connect | W copy | No violations >
B Proprietary Repositories
=a 18-test proxy maven2 Online - Remote Available | @ copy | Em = >
- —
= Content Selectors = 19-test proxy maven?2 Online - Remote Available [ & copy | >
87 Cleanup Policies & 20-test proxy maven2 Online - Ready to Connect | ® copy | >
- _ = 2lest proxy maven2 Online - Ready to Connect | M copy | >
== Routing Rules
e Z22-test proxy maven2 Online - Ready to Connect | @ copy | >
v @ Security s 23-test proxy maven2 Online - Ready to Connect | @ copy | >
® Privileges wa 24-test proxy maven2 Online - Ready to Connect | @ copy | >
== 2b-test proxy maven2 Online - Remote Available | W copy | B = >
2. Roles
=s Mmaven-central proxy maven2 Online - Ready to Connect | H copy | N{g violations >
2 Users -
maven-public group maven2 Online | W copy | >
[ ] -
& Anonymous Access maven-releases hosted maven?2 Online | # copy | >
A Atlassian Crowd maven-snapshots hosted maven2 Online | M copy | b
(=)

mf_mvn_proxy proxy maven2 Online - Ready to Connect | M copy | E3 L
i LDAP =

opentext’

21 | ©2023 Trend Micro Inc.




SRESTOE

(Sonatype Repository Firewall)



Repository Firewall

Sonatype Repository Firewall vs H|

Q
TENERTEE . EMEE UpAHE :

- QIHU &, AdIAE S5 St
i Z2 Quf £ K& ‘
2ll i} « 80,443LE= FeE= 2 ofd = i
= N g
o . QB OIOMARL QI AA o =
Repository Firewall -El-—ll'(l):i EE'I IEi:E|--?-1 c 73| o8] =2 Ag|

(o) X| =25| HAXQl 2lo|2 22| CIREL E|Z(S AT S0| M QICt 1)
https://www.test.com/repository/demo-mvn-proxy/com/thoughtworks/qdox/qdox/2.0-M8/qdox-2.0-M8.jar
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Repository Firewall

v KNAAEISIEH S E5} ghift Left 2 E

CODING BUILD n SECURITY PRODUCTION

- o |
: ”® - " > @ P
; L

Find during Development Find during Build Find during QA/Test Find in Production
$80 / defect $240 / defect S960 / defect $7,600 / defect

https://www.bmc.com/blogs/what-is-shift-left-shift-left-testing-explained/

opentext’
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Repository Firewall
v 2tojEzz| MEA datee QIR 0M L2 2 Eot= fI” /2| d 282 2f0| B 22| & HE|(FYULX])

| nexus firewall

POWERED BY NEXUS INTELLIGE

QUARANTINE AREA

FOUND
B o, S ‘ " [
MALICIOUS
KNOWN CRITICALLY Stays in
MALICIOUS ; quarantine
Enters & stays in A
quarantine Qe
PENDING I,_ _] -e\- FOUND SAFE TO USE
i g = a .
C L o Q o .
SUSPICIOUS - a M sSonatype security Automatically released
New Sonatype uses Al behavioral Enters quarantine research team back into your pipeline
component analysis and automated reviews component based on your policies
arrives policy enforcement to | _/
evaluate the component )
— > >
KNOWN SAFE
* . —
Enters pipeline v L%l F2FE . Dependency confusion attack, Malware &

: Pending/Suspicious integrity rating

25 | ©2023 Trend Micro Inc. Ope n text )




Repository Firewall

v proxyEF 2| MEA(QFAH U AAE)0| B HMK S LelFQl etojeez| 3 “AE|/HE”)

v’ Repository Firewall X4

- NAME 'PRDK\" DEVEL... SOURCE BUILD STAGE RELEASE OPERA...

Local to Root Organization

@ 10 Security-Mamespace Conflict

@ 10 Security-Malicious

L

@ 10 Security-Critical — - — — _ _ 3
@® 10 License-Banned — _ — — — _ _ 3
@ Security-High — — — _ — — — 3
L ] License-NMone — — — — — _ — 3
@9 Integrity-Rating @ — — — _ _ _ N
@: License-Copyleft — — — —_ — — — 3

7 Security-Medium — — — — — — — 5

opentext’

26 | ©2023 Trend Micro Inc.




v’ [ Critical 2 THEE[= 2f0[ 22| 7 YAES 280t 47
i

Root Organization 4

Organization Policy

[
Root Organization |

| Allow action overrides at organization and application levels

| Allow notification overrides at organization and application levels
Policy Management

b Application Categories Constraints

| Total time:
% Finished at:

¥ Policies

+ New Policy Critical risk CVSS score

@ License-Banned is in violation if the following is true:

Security-Critical

@ Security-Malicious

e Security Vulnerability Severity greater tha

@ Security-Namespace Conflict ( ]
. . ‘ 4+ Add Constraint

@ Integrity-Rating
@ License-None
@ Security-High Actions
@ License-Copyleft

Component-Similar

License-Commercial No Action o o

License-Threat Not Assigned

Security-Medium Warn
License-Modified Weak Copyleft 0 Fai
License-Non Standard

27 | ©2023 Trend Micro Inc.

| To see the full stack trace of the errors,

2.135 s
2023-06-17T12:32:59+09:00

re-run Maven with the —e switg
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