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10 3 3 20K

St e HE 32| UDP, TCP, 3=2[9] 8HZEA 20,000709] 1&¢t 780Gbps 34
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800Gbps 0|42 L LA 34 - R H& (234 38)

Top Protocol by Average bits/s

Average 95th Percentile Max Last Datapoint
Mar 16, 2023 19:53 to Mar 16, 2023 20:53 (1 hour) & 37 of 82 data sources Y 1 Filter . Protocol Ghits/s w Gbits/s Ghits/s Gbits/s
2906 UDE (17) 18.48 164.12 234 61 <001
UDP _
TCP (6) 4.34 7.84 198.41 0.01

225G TCP GRE

GRE (47) 382 0.10 193.70 0.00
UDP N /

200G
ESP (50) <0.01 <0.01 <0.01 <0.01
ICMP (1) <0.01 <0.01 <0.01 0.00
50G
Total of Top 5 26.63 172.07 626.72 0.02
0
Source Average 95th Percentile Max 95th Percentile 95th Percentile Last Datapoint
. Country Unique Src IPsw Unique Src IPs Unique Src IPs Gbits/s Kpackets/s Unique Src IPs
00G
China (CN) 896 5,834 10,097 35.44 3,744.82 0 '
756 United States 217 1,138 1,436 11.32 2,298.40 2
Ukraine (UA) 209 1,064 1,419 8.80 1,431.30 12
50G
Viet Nam (VN) 199 1,064 1,138 15.49 3,180.19 0
Brazil (BR) 194 1,007 1,414 11.13 1,617.54 0
256G
Russian Feder 170 960 1,064 8.09 1,298.84 0
o ) ) . o L i o . India (IN) 118 652 805 6.36 962.60 0
19:55 20:00 20:05 20:10 20:15 20:20 20:25 20:30 20:35 20:40
2023-03-16 UTC (1 minute intervals) . , ok i
@® Japan(P) 110 585 665 15.11 3,385.70 0
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NoName05b7,
Killnet cluster,
Anonymous Russia,
Passion Group, etc.
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Anonymous Sudan,
Mysterious Team
Bangladesh,
DragonForce
Malaysia, etc
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Traffic M 2L |0} 235Gbps

bps

Z|§ 400Gbps O]4f2

Name
DOSStep-frag-oddness
. TCP handshake violation. First packet not SYN
M SYN Flood HTTP
. DOSS-Anomaly-TCP-FIN-RST
DOSS-tep-urgent

- U 2 o= 232f0|L R =2 A0 54 =H
« St S0 4] H HIEE[= 100Gbps-400Gbps C|=A 52
- ZE| HH 34 (MEYZ S35, UDP EAY/E

Z 9l S5 HTTPs S2E 24 5) S A2
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1 ,£¥Ynap no Waéak (unu LLnK-6eT) — obLyan cnyxbéa
a 6e3zonacHocTu M3pauns. | |

WE ARE KILLMNET

MepBble B3n10Mbl canToB M3pannbCKoro pexumma c i |

. LnH-BeT oTHOCUTCA K cUCcTeMe cneucnyXé M3pauna u
MUpPHbIM nocbinom ot @killnet_reservs u @user_sec! Heny P

-
| || 3aHMMaeTca KOHTppasBeAblBaTENBHOM
OeATeNbHOCTBIO W obecneyeHWeM BHYTpeHHeH = BaHk [INCKOHT
Otyer
M

6ezonacHocTu. Mo cBoei GYHKUUM cpaBHUMa ¢ PEP 1 htps.//discountbank.co.il
https://check-host.net/check-

§ https://www.interman.co.il/stop-war , ®CE | |
= ¥ . ' t/122edcedk22f
i https:/chenkitchens.co.il | | report/122edce
= https:/khl.co.il | Otuer: https:/check-host.net/check- i | BaHk MepKaHTUb [IUCKOHT ,
fl https:/wewines.co.il | | report/123010c9kbb6 ) f https://mercantile.co.il/ f
: Py | https://check-host.net/check- |
R & 777 126 @5 @ 27 12 § 894 103 @75 @ 23 20 | renort/122edfSak76e
9 @ 7 7 c 4 2 L 10 8 ) 7 5 %74 ;f_{__J;G 2 BaHk Mepycanuma |
' - - = N * = o 697K @ 0555 k https:/bankjerusalem.co.il |
y edited 38.4K ® 04:24 4 — e o - https://check-host.net/check- |
S7: YIS AS 2y 7Y Y report/122ee0d8k25e |
@ 438 164 Y 67 19 {
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HTTPS Flood

Network Flood IPv4 UDP
Network Flood IPv4 UDP-FRAG
Network Flood IPv4 ICMP

SYN Flood HTTP
ICMP-BlackNurse—Attack
BO-Apache-HTTPD-log—Cookie
DDOS-APPLE-ARMS-AMP
DDOS-Mirai-GENUDP-flood
DDoS-UDP-MEMCACHED-AMP
DOSS-chargen-reflected
DOSS-DNS-Ref-L4-Above-3000
DOSS-UDP-flood-80-Req
DOSS-UDP-flood-80-Res
DOSS-UDP-no-data

TCP Anomalies

TCP-FIN-ACK Flood
DOSS-APPLE-ARMS-AMP
DOSS-Mirai—-GENUDP-flood
DOSS-SSL-ClearText

DNS Amplification

DNS Random Sub—-Domain

» 1.2Gbps - 135Gbps
= OK RPS - 630K RPS
= 4K QPS - 16K QPS
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Bank A (28 AfH|2A):
Network Flood ) 90Gbps

T2 oM WOl U AHIA T S

nH S5 AlHESS
HTTPS Flood ) 650K RPS

T2 9 WO U AHIA B3 oS

HE MH|A
Network Flood ) 135Gbps
74 ObM HIO| L AMH|A &5} ol

HA O
: e cP handshake o - 0SS cp k0 S pTago ootk Tocd P4 TCPARAG , E B
o
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Traffic

Bank C (& AH|2) :
Network Flood ) 96Gbps

32| 9 Yol U MHIA B3 ¢S

=3 WS MH|A
HTTPS Flood ) 35K RPS

T2 oM WOl U AHIA H3 QIS

Traffic

= FQ It MH|A :
Network Flood ) 98Gbps

32 O WOl L MHIA FB 9IS
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454 15kl 2

Gbps HOURS MINUTES

2 A2t

L_
Geo Blocking, BDOS,
UDP Block List, Syn Flood,

Anomalies, Intrusions,
Rate Limit
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M2 HE{Q| C|=A 222 — Microsoft 365 (234 6Y)

2| 2t L7 DDoS 40 it 00| 2=~ T E Q| S4] HH

=]
Microsoft Response to Layer 7 Distributed Denial of Service

(DDo5) Attack DDoS &4 O35 Microsoft
Summary 365 AH|A

Beginning in early June 2023, Microscft identified surges in traffic against some services that tem

d dvailability. Microsoft promptly

opened an investigation and subsequently began tracking ongoing DDo5 activity by the threat actor that Microsoft tracks as Storm-1359.

These attacks likely rely on access to multiple virtual private servers (VP5) in conjunction with rented cloud infrastructure, open proxies, and DDo5

tools.

‘We have seen no evidence that customer data has been accessed or compromised.

ther than layer 3 or 4. Microsoft hardenead 1ayer T T oo ebsabmamtuadncdzire \Web Application

Firewall (W m the impact of similar DDoS attacks. While these tools and technigues are highly effective at
mitigating the majerity of disruptions, Microsoft consistently reviews the performance of its hardening capabilities and incorporates learnings into

refining and improving their effectivensss.

Customers should review the technical details and recommended actions section of this blog to increase the resilience of their environments to help
mitigate similar attacks.

Technical Details

Microsoft assessed that Storm-1359 has access to a co on of | ools - - C

multiple cloud services and open proxy infrastructures. Storm-1359 appears to be focused on disruption and publicity.
Storm-1359 has been observed launching several types of layer 7 DDoS attack traffic:

* HTTP(S) flood attack - This attack aims to exhaust the system rescurces with a high load of S5L/TLS handshakes and HTTF(S) requests
proecessing. In this case, the attacker sends a high load (in the millions) of HTTP(S) requests that are well distributed across the globe from
different source |Ps. This causes the application backend to run out of compute resources (CPU and memaory).

* Cache bypass — This attack attempts to bypass the CDN layer and can result in overloading the origin servers. In this case, the attacker sends a
saries of queries against generated URLs that force the frontend layer to forward all the requests to the origin rather serving from cached

contents.

* Slowloris — This attack is where the client opens a connection to a web server, requests a resource (e.g.. an image), and then fails to
acknowledge the download (or accepts it slowly). This forces the web server to keep the connection open and the requested resource in
memaory.

¢’ TREND?
16 | ©2023 Trend Micro Inc.




M=22 SEjQ| C|=A 22 — Microsoft 365 (2341 6¢

Microsoft Response to Layer 7 Distributed Denial of Service
(DDoS) Attacks

023 / 3 min read

Summary

Beginning in early June 2023, Microscft identified surges in traffic against some services that temporarily impacted availability. Microsoft promptly

opened an investigation and subsequently began tracking ongoing DDo5 activity by the threat actor that Microsoft tracks as Storm-1359.

These attacks likely rely on access to multiple virtual private servers (VP5) in conjunction with rented cloud infrastructure, open proxies, and DDo5

tools.

Recommendations — Layer 7 DDoS Protection Tips MSjl‘ EHOI_"O = 'T‘"I_-I
Microsoft recommends customers review the following mitigations to reduce their impact to layer 7 DDoS attacks: AZ u re WAF 7 |%
# Use layer 7 protection services such as Azure Web Application Firewall (WAF) (available with Azure Front Door, Azure Application Gateway) to L7 D DOS %)I-O_I O_”

protect web applications.

If using Azure WAF:

et provides protection against known bad bots. For more infermation, see Configuring bot protection.

mzlicious should be blocked. For more information, see examples at Create and use custom rules.

=gion, or within a defined region, should be blocked, rate limited or redirected to a static webpage.

O automartically block and rate imit fn P or HTTPS attacks that have known signat.lres.

...... S

saries of queries against gﬂnerated URLs that force the frontend layer to forward all the requests to the origin rather serving from cached

contents.

* Slowloris — This attack is where the client opens a connection to a web server, requests a resource (e.g.. an image), and then fails to
acknowledge the download (or accepts it slowly). This forces the web server to keep the connection open and the requested resource in

memary.

¢’ TREND¢
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* HiSc
- Website : www.tesla.com

— Country : 0|2 (USA)
— Industry :
M7| Rt=s At M2 A (Electric vehicles

manufacturer)

The incredibl

IP address

F

Error 503 Backend Feich failed
Wackand fetck failed
Guru Mediation:

R
-

Xiln SARSHS10

Varmis® o che server

>

=
B ¢
[* |

- Telegram Message (DDoS Empire) :
https://t.me/DDoSEmpire/789

17 50 million reg/s (Akamai,Cloudflare Uam,Mar
LL,Ddosguard,Go Shield)

o
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The Stock Exchange of Thailand

Website Down

Ur
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Ping HTTP port

Check website

and mo

d on Wed Jul 26 00:18:07 UTC 2023 |

Location - Result Time Code address

* El= 33 Hella (Stock Exchange of

Thailand)

- Web Site : www.set.or.th

- Country : E{= (Thailand)

- Industry : 28 AMH|A (FSI)

- Telegram Message (Anonymous

Cambodia) :
https://t.me/anoncambodia/74
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Country: - = Israel (Tel Aviv,

NoName057(16) E_I.
[

* AF2CIL0F T&

O

nfo Ping o UDP port DNS

- Web Site : www.arst.sardegna.it
- Country : O|&2|0}
— Industry : M8 (Government)

- Telegram Message (Noname057) :

https://t.me/noname05716/4383

Our attack did not survive the public transport site of the
island of Sardinia - "Azienda Regionale Sarda Trasporti”:

%h

Subscribe to cha
88 Join our DC
1 Subscribeto b

mm Victory is for us!

t.me/noname05716/4383

o
=
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SCHRE AMH|A 5t0|H 2| = O{=2}0|AHA

Always-0n & On-Demand Integrated Cloud & Appliance Physical / Virtual
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Always—on On-Demand
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=0 - 2 2% DDoS ES A9 03 2|

’J SPARK Matrix™: DDoS Mitigation, 2022

Aspirants Challengers
Quadrant

Knowledge Solutions Akamaiff Radware
L @

Technology Leaders

® ®
SPARK Matrix: Imperva NETSCgL'T @ Cloudfiare
.. . Fortinet

DDoS Mitigation, F5

o A10 Networks gy ® ®
2022 g Huawei @ Lumen ,
£ - .. Neugt;.arrvr ieezurlty
: Verizon Allot
LEADER g Nexusquard® @ @

<] () NSFOCUS Link11
w Fastly
: Al
(&)

Quadrant

Knowledge Solutions

—
r E'ARK MATRIX: DDoSMitigation, 2022

LEADER

May 2022 ©Quadrant Knowledge Solutions

Technology Excellence
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'JJ SPARK Matrix™: DDoS Mitigation, Q3 2023
Aspirants Strong Contenders Technology Leaders
Quadrant
Knowledge Solutions Akamai Radware
O O
® @ @
Imperva NETSCOUT Cloudflare
SPARK Matrix: ’ L
DDoS Mitigation, A =
2023 g Ven.'zon Link11
® @ e o ®
= s Variia Nexusguard  nordcUs
LEADER 3 _
g - Allot
k] Fastly
3
(&)

g

Quadrant

Knowledge Solutions

July 2023 @Quadrant Knowledge Solutions
Technology Excellence
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FRUS Cellular  /elefonica

IDC DDoS MarketScape #1 Leader

Analyze the Future

WAVE
LEADER 2021

Solutions
m SPARK Matrix:

DDoS Mitigation, 2022 Leader
Ouag{g’dgnt DDoS Mitigation, 2023 Leader
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DDoS Wave Leader
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Web DDoS 2O ZHE HE MH|AS HS (202345Y)

Action

P Blocked

Summary
Attack ID:
Application:
Account:
Security Module:
Attack Vector:
Start Time:

End Time:

Protection Status:
Source:

Action:

Protection Duration:
2 hours 5 minutes 10

Attack ID

b2422cfd-bed9-4ada-8... (C)

b2422cfd-bcd9-4ada-8
New-MYPOST

Israel Post

Web DDoS Protection
HTTP Attack

03 May 2023 14:46:50 PM

03 May 2023 16:52:00 PM

second

Terminated

Multiple

Blocked

Time <

03 May 2023

14:46:50

Detection

Requests Rate

Application Behavior (71

haviar

Applization B

New-MYPOST

Application Name

Host Account Name

Source Attack Vector
Multiple HTTP Attack
Mitigation

Total Requests

R d Dropse:
1,441,872,571.+"1,439,131,518

Severity

191,738 rPS

www.israelpost.co.il Israel Post
15:00:00 15:30:00 16:00:00 16:30:00
@m nbound e Blocked e Clean — Attack Threshold

Application Behavior

— Attack Threshold

Latest Real Time Signature

Number of Path Elements =0 AND

HTTP Method = CONNECT, GET, PRI AND
Number of Query Arguments =1 AND
Number of Cookies =0 AND

Number of Standard Headers = 4, 6 AND
Number of Non-Standard Headers = 0 AND
Header ‘cache* exist AND

Header ‘connection’ does not exist AND
Header 'content* does not exist AND
Header 'if-* does not exist AND

Header ‘pragma’ does not exist AND

Header 'referer’ does not exist AND

Status =

_;en‘w’fnatsd

nd
738,096 RPS

Latest Real Time Signature

Number of Path Elements =0 AND

HTTP Method = CONNECT, GET, PRI AND
Number of Query Arguments =1 AND
Number of Cookies =0 AND

Number of Standard Headers = 4, 6 AND
Number of Non-Standard Headers = 0 AND
Header ‘cache* exist AND

Header ‘connection’ does not exist AND
Header ‘content* does not exist AND
Header 'if-*' does not exist AND

Header ‘pragma’ does not exist AND

Header ‘referer' does not exist AND

33 | ©2023 Trend Micro Inc.
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« ZL7(8F (volume) & lF 7|8 (risk)
OtiHE 2

RFS

* 2 Oictli|E 20 theh Eo
16:25:00 16:30:00 EEII_-IIOI_I %7:”%*'-
Inbound Blocked Clean Attack Threshold
- 28 YAUE ZdolK| B MEE
AT Al s
— [ -Ii
U © HA BT 57} 9f MR 222
ol LF z[as}
Application Behavior Attack Thresholc
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Latest Real Time Signature O —I_O
N 18

TTP Method = GET, HEAD, ST AND

L ) 0 AND
I & T TATHNN W S ;
umoer or Uueny Arguments = U AMLU

\h mber of Cookies =0, 4 AND . -;_E-l I:'H 407H9-I H-I_I-P/S I]H7H E#E |—7

H
)

N

Number of Standard Headers = 10,9 AND EI_! O“ I—-Il'g
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H
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