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ChatGPT is the most 'revolutionary'
tech in 40 years

Bill Gates says A.l. like ChatGPT is ‘every bit
as important as the PC, as the internet’
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Application 2} ChatGPT : Slack A}l

200

Beta Corp v #account-acme

Channels

o 2P
- i

account-acme Zoe Maxwell
team-sales "™ =7 Exec Briefing with Sar: Qﬁ)

project-eagle o Time: 3/7 2pm ) Summarize thread ChatGPT
e Agenda:
e Security deep dive

e Best practices

@) Draft reply ChatGPT

Let's prep!

ﬂ@ !“ 11 replies
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Which Sectors Are Working
With OpenAl?

Number of companies/organizations using Open Al in their
business processes worldwide, by sector” (as of Jan. 2023)

Technology
Education
Business services
Manufacturing

Finance -
Retail 35

Healthcare 24

Government 18

Media & internet 17
Others 117

* OpenAl is an artificial intelligence research and deployment company (e.g. ChatGPT)
Source: Enterprise Apps Today
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How much sensitive data goes to ChatGPT
c h atG PT (Incidents per 100,000 employees the week of February 26 - March 4)

Source: Cyberhaven.com
Risks for Corporate Data Sensitivefinternal only:

Client data -

Source code

Cyberhaven= 2 #2| 4.9% 0| 40| 2[At)

St §|O|EHE ChatGPTY| 20 E= A= Regulated personal data P

Regulated health data PHI

Project planning files 57

Count of incidents (per 100,000 employees)
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Dashboards Governance Analytics Incidents Policy rts Custom Apps

'y Skyhigh Security

Activities »

Cloud Registry

Filters Jiews ‘ Service Category: Artificial Intelligence Save View
Cloud Services Actions v
Service Category
Project Management , , Service )
- Risk Service Name Category Subcategory Group(s) Used Enterprise Ready™
Artificial Intelligence
6 Artificial Intelligence Artificial Intelligence Artificial Intelligent =~ No --
Artificial Intelli...
e-Commerce 7 Artificial Intelligence Artificial Intelligence No --
CRM f i i —
5 Artificial Intelligence Artificial Intelligence Artificial Intelligen: = No - -
Cloud Storage
5 venir Artificial Intelligence Artificial Intelligence ntelligent  No --
Networking
Legal 5 Abe A Artificial Intelligence Artificial Intelligence Artificial Intelligent = No -
Carvira Nacls and C0 -
5 Artificial Intelligence Artificial Intelligence Artificial Intelligen:  No --
Risk Type 4 enture - Artificial Intelligence Artificial Intelligence Artificial Intelligence Artificial Intelligent = No — -
- Acrotrenc A ici ellicenc A ici ellicenc Artific ntellisen - -
High Risk 6 Acrotrend Artificial Intelligence Artificial Intelligence rt elligent  No
|

¢’ TREND¢

20 | ©2023 Trend Micro Inc.




Skyhigh Security= 24| Al MH|AZ2 2 E {|0|E{& B2 5l=7|?

a. Which Al apps are available today

< Filters Views ‘ Service Category: Artificial Intelligence Save View
Cloud Services
Service Category
> Media Risk Service Name Category Subcategory Service Group(s) Used ¥ Enterprise Ready™
> Project Management o . o .
5 [24]7.ai Artificial Intelligence Artificial Intelligence Medium Risk - EU GL  Yes
v Artificial Intelligence
Artificial Thtellii. 4 LivePerson Al Artificial Intelligence Artificial Intelligence Medium Risk - EU GL = Yes
> e-Commerce 6 OpenAl - ChatGPT Artificial Intelligence Artificial Intelligence Medium Risk - EU GL  Yes
> CRM ; — . —
6 Bing New (Bing Chat) Artificial Intelligence Artificial Intelligence Medium Risk - EU GL = Yes
2> Cloud Storage
) 4 Vidado (Formerly Captricity) Artificial Intelligence Artificial Intelligence Medium Risk - EU GL  No
> Networking
7. Brevity Al Artificial Intelligence Artificial Intelligence High Risk Services, C  No
Risk Type 4 Lionbridge Artificial Intelligence Artificial Intelligence Medium Risk - EU GI  No
High Risk 4 PROS Artificial Intelligence Artificial Intelligence Medium Risk - EU GL  No
Low Risk 6 iFLYTEK Open Platform Artificial Intelligence Artificial Intelligence Medium Risk - EU GL  No
Medium Risk
IS I lotoro t rtificial Intalligonca Artificial Intalliganco LV AT Dicl Cll L N
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a.  Which Al apps are available today
b. Discover which Al Apps are being used by which users

Skyhigh Security

My Dashboard

Top 10 Processes Resource Complince by Risk Al Services Data by Risk
F € y number of connect Last Number of Re irce by Risk and Complince Total data volume by Service Nam
Services - All Daily Data
e w93 2 158
® labs.exe 28 81
I— " ' K 1498 MB
® testiab.exe 13
% x 1 Bing New...chat
® i xe 10 Not Applicable
» fl 8
S
® sharepoint.exe 6
Al Users Data by Risk Al Services Usage over Time Al Services
Number of users by Service name and Risk type Total Usage volume by Risk Type Number of

186 £ % 305... 4 30

Bing New...h
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Skyhigh Security= 24| Al MH|AZ2 2 E {|0|E{& B2 5l=7|?
a. Which Al apps are available today

b. Discover which Al Apps are being used by which users

c. Know about the amount of data being uploaded to each app

Services

SipbCa e gory

[ nixrrc ulsaum v b
Eardloe Group|s) L5 rs Data Daca Daita A QUIESTS
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a. Which Al apps are available today Web Policy

b. Discover which Al Apps are being used by which

These rules apply to all traffic

USGFS Hybrid Policy
Service Groups (1)
C. Know about the amount of data being uploaded Sek_Defa i Usermame_Snd._Groups
to each app Global Black

. Global Bypass N —
d. Block risky Al Apps Service Category (3

Private_Access
e. Block some activities R
Ll 1aas Admin Console (A Login

(login, upload) in specific Al chatbots Common fules

Content Sharing (Al Upload

Development (1/7): Login

Web Filtering

Individual Services (1)
Content Inspect iomn

— B4 Bebo: Photo share Post
Application Control .
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Skyhigh Security= O] 2| Al MH|AZ2 R EH |0|E & B2 ol=7]? .
a. Which Al apps are available today

b. Discover which Al Apps are being used by which users

C. Know about the amount of data being uploaded to each
app

d. Block risky Al Apps

e. Block some activities (login, upload) in specific Al chatbots

f. Coach users on the risks of using Al chatbots

Mame Criteria Operator Value

Category & Domain Coaching |:| All Traffic ) : Actions

Preset Rules Hide smarMaten comment
Set coaching session timeoutto | 30 (| Min v

il Coach & Allow access to these categories
&

Coach & Allow access to these domains

- o™
o
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Skyhigh Security= 24| Al MH|AZ2 2 E {|0|E{& B2 5l=7|? .

a.  Which Al Apps are available today

b.  Discover which Al Apps are being used by ) e
which users

c.  Know about the amount of data being er s e o
uploaded to each app

d.  Blockrisky Al Apps 2.

e.  Block some activities (login, upload) in
specific Al Apps

f.  Coach users on the risks of using Al Apps

g. ApplyDLP policies to allowed Al Apps
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Auto Sync SaaS Count
Number of services by

Service

Data

4. Al Chatbot A{H|A AL23igh

Amazon CloudF
Amazon 53
Apple Developer
Apple iCioud
Apple iTunes |

Cisco WebEx Me
Evernote
Facebook

GitHub

N Player

Auto Sync client and Cloud

Total data volume by Service Name for 78 Sq

47 .5es

Microsoft - Teams

Microsofy Office

—
Skyee N
Evernote I}

Amazon CloudFr... |}

Al Chatbot Services count

f services by Service Name

Number of services

5. File Sharing A{H|A Ap23iEh

Al Chatbot Service

otal data volume by Service Name for 3 Services - A

21.6u8

Google Develop
Apple iTunes

Microsoft Share
Appie iCloud
Nawer Cloud

1518 NE

File Sharing SaaS count

i ber of services by Service Name for 115 Service: Daily

Amazon s3 [ '

scple Deveiope N !
Appie Kovd [ '
sopie Tunes I !

Brightcove Vide... | L

s

Disqus
Evernote
Facebook

GitHub

File Sharing Saa$

Total data volume b

D968

Microsofs - Teams [ /- ¢ G5

YouTube 12568
Microsott Otfice .. (IR 8268
siyee R 2568
Evernote Il 1968
Apple (Tunes 13058
Microsoft Share TI65 MB
Apple ICigwd 508 MB
nstagram 45518
Nesflx 4565M8

ervice Name for

115 Services - All Daily Data

File Sharing Support SaaS Users

Number of users by

473

User for 423 Users - All Daily Data

1305 W8
TES NB
£08 ub

2979 B
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Shadow ITE ¢|8t .2t : SSE(security service Edge) .

SD-WAN Secure Web Gateway

WAN Optimization CASE

ZTNA
Quality of Services

FWaa$S
Routing

Remote Browser

Saa$S Acceleration Isolation
Content Delivery/ Encryption/
Caching Decryption
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. CASB

Cloud Access
Security Broker

Data Protection Threat Protection

“Data awareness” is a “Single Pass”
core embedded £ ZiNA D ) inspection is a

function DR p requirement
Secure Web Zero Trust

Gateway | Network Access
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